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Abstract
Non‐uniform node distribution in a randomly deployed network causes inefficient routing
when some abnormality or events at certain parts of the network cannot be detected due to a
coverage hole problem. Existing works to improve routing efficiency in randomly deployed
network utilise mobile sink to prolong nodes lifetime is either centred around the static sink
or movement through randompatterns. Fewworks had consideredmultiplemobile sinks to
route packets in such network distribution. In fact, important aspect such as collaborations
among mobile sinks is not well considered, where the decision made by each mobile sink in
most existing approaches tend tomaximise the individual sink's utility rather than benefiting
wider parts of the network. Thus, a decision based on consensus may benefit more parties
and eventually lead to better decision. A distributed collaboration mechanism may assist
nodes mobility in improving routing efficiency. Thus, the authors proposed the consensus‐
based routing protocol, which aims to improve routing efficiency in randomly deployed
network, by deciding relocation ofmobile sinks based on coverage factor, in order to reduce
energy consumption, providing more balance sinks distribution and better network
coverage. Simulation results show good performances of proposed approach in terms of
nodes lifetime, energy consumption, delay, packet delivery ratio and coverage hole,
compared to other existing protocols.

1 | INTRODUCTION

Packets may be routed inefficiently due to the coverage hole
existence in decentralised and randomly distributed networks.
Moving the sinks is among the most effective solutions in
wireless sensor networks (WSNs) [1]. To improve the lifetime
of the nodes in large‐scale networks, many algorithms relocate
a mobile sink toward the bottleneck nodes in the network
either through uncontrolled (random) or controlled mobility
[2–4]. This mobility reduces the formation of holes in the
network and extends the dynamic property of the WSNs (node
deaths, ad‐hoc topology) by frequently changing the network
topology [5], extending network lifetime [5, 6] or reducing the
energy consumption of the network [5, 7, 8]. However, most of
these solutions are centralised, in the sense that the proposed
schemes determine optimal sink routes and sojourn times
based on the knowledge of global network parameters. This is
not necessarily feasible in WSNs. In fact, most of these works
consider energy‐based factors in its decision‐making.

Many of existing works rely on the third party for identi-
fying the sink mobility path. The information in [9] is sent to a
designated sink (third party), where the sinks will then be
assigned to the sites using Hungarian assignment algorithm.
The approach in [1] considers energy and distance while
considering the next migration points. A list of forbidden and
the allowable sites is constructed and the list is used by the
designated sink, in determining the sites. Among the conse-
quences of the third‐party dependability is in terms of the
information exchanged. The solution is not scalable to a higher
number of base stations, since the number of constraints
increase exponentially [9, 10]. In addition, it requires a large
amount of data exchange between the sink nodes that causes
delay. However, relying on the third party (designated sinks)
based on exchanged information could also be manipulated
when constructing the forbidden or approved lists and if the
information is not accurate, the site may not be visited at all.

Many of the existing multiple sink mobility problems use
integer linear programme either to minimise the maximum
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energy spent in each round to determine the locations of the
sinks [11] or to achieve optimal values of network lifetime [1,9].
In [12], all combinations need to be computed to find the best
next migration points, which is impractical for a network with
large number of sinks and sites. These mechanisms consume a
lot of resources and may benefit an individual sink rather than
the overall network. As a distributed system, WSNs require
mechanism that can promote advantages to larger part of the
network, in order to ensure the overall network longevity.

The controlled single‐sink mobility problem is widely
investigated in the literature compared to multiple‐sink
mobility problem. Algorithms for single‐sink mobility are not
directly applicable to the multiple‐sink case, which may involve
a number of possible combinations compared to single‐sink
case, in deciding the relocation point. Among the existing
works involving multiple sinks are those of Basagni et al. [2],
Choi et al. [4, 13–15]. Since there is no fixed infrastructure or
cooperative control base in distributed wireless sensor net-
works, the data transmission requires a mutual aid among the
nodes, through consensus [16–20], negotiation‐based methods
[21–23], learning‐based approach [24, 25] or scheduled‐based
mechanisms [26, 27]. However, these mechanisms have some
similarities to the centralised systems which incur a high
computational cost and may be quickly exhausted. In addition,
the collaboration between sinks is still lacking, assuming that all
other nodes will always agree with the decision made by a sink.
This may not be true as nodes in the distributed network tend
to avoid participating due to their resource restriction. Thus, a
collaboration mechanism that comes with lower costs is
needed.

Blockchain, a more recent and well‐known technology, has
been applied in domains such as e‐commerce, online business
and banking due to its ability to be trustable, self‐executed and
self‐enforced in the absence of third‐party management [28]. It
tracks, coordinates and carries out transactions and stores in-
formation from a large number of devices, enabling the crea-
tion of applications that require no centralised cloud [29]. Even
though the concept of blockchain originated as a tool for a
cryptocurrency, it is not necessary to develop a cryptocurrency
to use a blockchain and build decentralised applications [30].
Due to these properties, blockchain has gained much attention
beyond the purpose of financial transactions [31]. As a trusted,
decentralised, self‐organising ledger system, the blockchain is
very suitable for multi‐hop distributed WSNs even though its
application in WSN is still few [32]. Thus, the proposed
approach was motivated by the concept introduced in block-
chain technology, taken into consideration of the features it
offers, but is not aimed to be utilised in the real blockchain
platforms.

Even though researches involving mobile sinks have been
considered by some researchers, they still suffer from several
challenges. The motivations for the work of of this paper are
based on several issues, including:

� While the number of existing researches involving multiple
mobile sinks is still few, it is observed that the factors that
trigger the sink movement in existing work are restricted to

either energy, predetermined grid or probabilistic approach
(sojourn time or location).

� Collaborative decision based on consensus in distributed
network is necessary not only to avoid waste of resources,
due to duplication, redundancy, excessive information ex-
change etc., but also to get a wider view from participating
sinks in order to benefit larger part of the network. Unfor-
tunately, the collaboration among decision‐makers (multiple
mobile sinks) in existing consensus or decision is still lacking.

� The features and capabilities of distributed consensus‐based
approach such as blockchain have been recognised in many
fields, where security and trust have been the basis in
blockchain‐based solutions. Despite its benefits, the concept
of consensus‐based on blockchain is applied limitedly to
model distributed solutions, considering other basis than
security.

As WSN is resource constraint and distributed network,
and it lies on two important factors which are trust and
resources. The proposed consensus‐based routing protocols
(CBRP) differ from the simple coordination and are stated as
follows: First, an innovative CBRP is proposed which aims to
improve network efficiency through a distributed and decen-
tralised decision‐making in WSN. Second, the proposed pro-
tocol will contribute to the limited number of controlled
mobility routing approaches involving multiple sinks, consid-
ering a coverage hole as an input factor that is given less
attention in many routing decisions. Third, the features
considered both the resources constraints (by avoiding high
computation costs) and also the collaboration aspect together
(which is feasible through verification of rules).

The remainder of this paper is organised as follows:
Section 2 reviews the related work; Section 3 defines our
proposed protocol; Section 4 describes the rules in the pro-
posed protocol; Section 5 presents our simulation results and
Section 6 concludes the paper.

2 | RELATED WORK

In [32], the author proposed a trusted routing scheme to
ensure the routing security efficiency of WSNs using block-
chain and reinforcement learning. The results show good
performances in terms of delay, energy consumption and
throughput. The approach consists of server nodes (the pre‐
authenticated nodes of the blockchain) that are responsible to
verify the proof of authority in the blockchain based on several
related routing information (token name, timestamp, number
of packets and route address). All the routing nodes get the
relevant routing information from the blockchain network
instead of their neighbour routing nodes. The token in the
contract uses transmission and receipt of packets to check if
the number of packet received by destination is equal to the
number of packets sent by the source. Only the validation of
more than half of the authenticated server nodes can allow a
server node to upload the transaction to the blockchain
network. However, the approach did not consider resource
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constrained in WSNs, that is, if the server node is a node
having similar capabilities, then it would be overloading to the
server node.

In [33], a unique distributed blockchain‐based contractual
routing (BCR) protocol is proposed for a network of untrusted
Internet‐of‐Things (IoT) devices. It utilises smart contract to
discover a route to destination or data gateway within het-
erogeneous IoT networks. The BCR replaces the transmission
of control messages in the existing routing protocols with
smart contract function calls in the BCP. In the proposed
approach, the coverage factors are considered in setting up the
rules that requires for consensus. The coverage factors include
the coverage hole detection, coverage recovery and coverage
redundancy. The most common works conducted in previous
years in determining the coverage hole is based on Euclidean
distances (and angles) such as in [34]. The coverage recovery is
referring to the guiding the movement of the mobile sinks, as
can be seen in [35], where the distributed coverage hole
recovery algorithms for the wireless sensor networks use the
vector methods to decide the magnitude and direction of the
mobile nodes. While in [36], the sensor will choose the
midpoint or 3/4 point between the sensor target location and
its current location as its new target location.

Avoiding redundancy in distributed network is crucial as
redundancy may involve unnecessary resources. In order to
avoid such coverage redundancy in distributed network,
redundancy check is necessary. Several sensing disk coverage
models that use geometric properties were introduced in the
existing redundancy checks. These include sponsor sector [37],
crossing coverage [38], and Voronoi vertices and intersections
[39]. In [39], the author studied the problem of detecting and
eliminating redundancy in sensor networks with a view to
improving energy efficiency and presenting an efficient
distributed solution in cases of sensor failures and insertion of
new sensors, while preserving the network's coverage.

3 | CONSENSUS‐BASED ROUTING
PROTOCOL

The proposed consensus‐based routing protocol (CBRP)
considers a network that consists of a set of static sensors, S =
s1, s2, …, sn. Each si has a sensing range ri, where any point that
is within a distance of ri from si can be monitored by si. A
location in A is covered by si if it is within si's sensing range
and is said to be j − covered if it is within at least j sensors'
sensing ranges. Multiple numbers of mobile sinks were
deployed in the network, MS = MS1, MS2, …, MSn, in a two‐
dimensional area A, where each mobile sink MSi, i = 1, …, n,
is located at coordinates (xi, yi) inside A and has a sensing
range rj, and is responsible for its own Voronoi polygon, that
is, only one MSi may exist in one polygon, and each si within
MSi polygon will be reported to MSi. Figure 1 illustrates the
framework of CBRP.

The scope: The mobility in WSNs is usually controlled by
one of the three methods: the sink moved between the sensor
nodes and gathering the sensor data, the sensor nodes are

moved and mobile relays are deployed to gather and deliver
data to the static sink [3]. The sink movement is classified into
controlled and uncontrolled strategies [2]. CBRP uses the first
method where the sink moved between the sensor nodes to
gain the data. The sink mobility is based on controlled moving
strategy, where the sink movement depends on three coverage
factors, namely coverage level, coverage recovery and coverage
redundancy. Different types of mobility require different
approach. CBRP considers a network with resourceful mobile
sinks and resource constrained sensor nodes, which is a
common network structure involving distributed network.
Thus, the applicability of CBRP in most of the existing
distributed network structure is promising.

3.1 | Components in CBRP

CBRP implements the concept of a contract, called a topology
adjustment contract. The components in the topology adjust-
ment contract in CBRP consist of participants, distributed
ledgers (incorporating five rules: coverage detection, reloca-
tion, redundancy check, force‐based and consensus) and
verification components done by every individual participant.

3.1.1 | Smart contract

Smart contracts are digital contracts that are self‐enforcing
which makes it prohibitively expensive to break a contract [40].

F I GURE 1 The framework of consensus‐based routing protocol
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It is also called a self‐executing contract, blockchain contract or
digital contract, and is a set consisting of pre‐programmed
computer instructions (codes) that all the participants must
agree on. In general terms, a smart contract refers to the
computer protocols or programs that allow a contract to be
automatically executed or enforced taking into account a set of
predefined conditions.

In CBRP, the contract is defined as a set of rules (or
functions) that participant needs to react upon. The functions
within the contract is called whenever certain conditions are
triggered. Figure 2 shows the four rules in CBRP: the coverage,
redundancy, relocation and consensus that each mobile sink
adheres in improving the network performances.

3.1.2 | Participants

In a blockchain‐based approach, the enforcement of rules in a
distributed ledger model is by the participants. Mobile sinks in
the network are potential participants in CBRP. These potential
participants will communicate with each other at the beginning
(initial construction of the region) and also when topology
adjustment is needed. These mobile sinks are considered as
potential participants as some of them may not be necessarily
involved in the adjustment process. Each participant is bound
by four sets of rules specified in Sections 3.2 to 3.1.3.

An individual decision based on these rules will be sent to
the requesting mobile sink, which will then take action based
on the majority of agree or disagree results (considered as
consensus) decided by other participants.

3.1.3 | Consensus

A common consensus is reached by a majority of nodes. This
process of voting on one node is known as consensus. If a
node wants to make an update on their side, other nodes must
vote on this decision to make sure the update is legitimate and
secure. Once it is done, the information is updated to the most
recent and the agreed upon updates on all nodes
simultaneously.

The following sections explain the four modules in CBRP
implementation.

3.2 | Setup module

The setup module is executed whenever a region in the
network needs to be constructed, that is, in the beginning of

deployment and whenever a topology adjustment contract is
executed (upon execution of a consensus module). This
module aims to construct partitions for each mobile sink.

3.2.1 | Construction of region

For large networks, partitioning a network into several regions
or partitions could allow nodes in the network to sustain
longer. If a single sink is in charge of each partition, then a
more efficient mechanism is established in terms of several
network performances such as energy efficiency, network la-
tency, packet loss and lifetime. This is because the nodes can
report to the sink which is closer to the nodes.

CBRP partitions the network into several Voronoi poly-
gons. To make use of the resource efficiently, each mobile sink
is responsible to monitor a region and collaborate with its
nearby mobile sinks in order to balance and adjust the region
covered. In the initial setup module, each mobile sink will share
its location with other mobile sinks in the network in order to
setup its region.

3.3 | Initialisation module

This module will initiate and trigger the need for topology
adjustment to other mobile sinks, when a detected coverage
hole in a constructed polygon is less than the coverage
threshold. Sensors will calculate the distance and angle to
move. In a CBRP initiation module, the mobile sink will send a
request for topology adjustment. Coverage has been identified
as the fundamental issue and one of the most important per-
formance metrics in sensor networks that reflect how well a
field is monitored or covered by sensors [34, 36, 41]. Thus,
CBRP considers a coverage hole as the factor that triggers
protocol implementation.

CBRP achieves these through two rules: (1) coverage level
detection rule and (2) mobile sink relocation rule which are
explained in Sections 3.3.1 and 3.3.2. Each mobile sink is
bound by these rules when initialising a request and plan for a
relocation request. Algorithm 1 shows the conditions and rules
related to the initialisation module.

3.3.1 | Rule 1: Coverage detection algorithm

There are several conditions that lead to topology changes.
CBRP is based on coverage conditions where the protocol will
be executed when inefficient coverage level is detected.

F I GURE 2 The four rules in consensus‐based
routing protocol contract
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Different applications may require different levels of coverage.
Applications such as battlefield monitoring may require full
area coverage in which every location needs to be covered by at
least one or more sensor nodes. Even though full coverage
provides the best surveillance quality, some applications such
as monitoring applications (temperature applications and forest
fire applications) only require partial coverage [42]. CBRP
considers partial coverage; thus, the energy consumption of
sensor nodes is less, and network lifetime is longer, due to the
requirement of fewer nodes in the deployment area. These
conditions need to be detected to ensure efficient coverage in
the network. In [41], perimeter coverage is used in detecting
the coverage level. This will illustrate whether the perimeter of
a sensor under consideration is sufficiently covered or not
(based on computed distance and angle). A correct answer will
be obtained by collecting coverage information from all the
sensors. The coverage is detected using equations below.

For any two nodes si's and sj's, a point on the perimeter of
si is perimeter‐covered by sj if it locates within the sensing
range (rs) of sj.

The distance between two sensors si and sj located at po-
sitions (xi, yi) and (xj, yj), respectively, is given by

dðsi; sjÞ ¼
ffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffi
∣xi − xj∣2 þ ∣yi − yj∣2

p
ð1Þ

If the distance exceeds 2rs, sj covers no part of si's
perimeter. Otherwise, sj covers a certain range of si's perimeter.
Let yi = yj and xi ¿ xj. The angle α is computed as follows:

α¼ arccosð
dðsi; sjÞ
2r
Þ ð2Þ

Thus, the arc of si within the range [π − α, π + α] is
perimeter−covered by sj.

3.3.2 | Rule 2: Relocation algorithm

Once a coveragehole is detected, amobile sinkwillmove towards
the coverage hole area to gather information of the coverage hole
area. However, with the lack of central and global information, it
depends on surrounding nodes to assist its mobility for the dis-
tance it needs to travel and the angle it should take.

CBRP uses vector‐based mechanisms in determining the
mobility of mobile sinks (i.e. the direction and moving dis-
tance), as proposed in [35]. In addition, to ensure that the new
position (relocation) that it plans benefits the existing network,
the verification module and consensus module explained in
Sections 3.3.2 and 3.1.3 are used. The vectors are calculated as
follows:

V a
→
¼ ðxa − xÞ i

→
þ j

→
ð3Þ

V b
→
¼ ðxb − xÞ i

→
þ ðyb − yÞ j

→
ð4Þ

The resultant vector V R
→

is then computed by adding

vectors V a
→
, V b

→
using the triangle law.

3.4 | Verification module

Upon receiving a relocation request (new location and angle
described in Section 3.3.2), the neighbouring mobile sinks will
individually validate the new location based on the pre‐agreed
rules to check whether the new location requested is appro-
priate or otherwise. In the verification module, neighbouring
mobile sinks will agree on a request if the new location will not
fall in the fully redundant area. The valid relocation position

Algorithm 1 Initialization Rules: (Coverage level detection and relocation
request)

Algorithm 2 Relocation Verification Rules
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will be accepted and propagated, or else it will be rejected. The
accepted information will be updated by each participant.
Thus, each participant (the mobile sinks) will gain the updated
version of each other. Algorithm 2 shows the sequence of rules
that each mobile sink will follow in order to verify the
relocation request.

3.4.1 | Redundancy mechanism

CBRP uses redundancy as a verification factor that determines
other mobile sinks decisions regarding the new location. The
aim of redundancy checking is to ensure that the proposed
location (new location calculated by the request mobile sink) is
at an appropriate location, not overlapping with other mobile
sinks regions and is not unnecessary movement (as moving to
a redundant location which is already covered by other mobile
sinks will not contribute to the performance improvement of
the network). To reduce the number of redundant nodes, a
redundant elimination algorithm is proposed in [39]. In [43],
the author minimises the overlapping area by controlling the
density of WSNs. CBRP utilises the approach used in [39] in
checking the redundancy.

3.4.2 | Force‐based mechanism

In this module, the distance between the new location and the
other mobile sinks is checked. The relocation location could be
too close or too far from the other mobile sinks. In order to
balance the position of the request mobile sink's new location
with the other surrounding mobile sinks, a force‐based
mechanism is considered in CBRP. Force‐based mechanisms
are highly used in solving coverage hole problems [44]. In
order to verify this topology change request, a pre‐agreed rule
is determined for all mobile sinks. In CBRP, the attributes of
electromagnetic particles, where an expelling force will push
the two electromagnetic particles that are too close to each
other.

3.5 | Consensus module

Before a new data or transaction in a blockchain‐based module
becomes a part of the consensus‐agreed ledger, it needs to be
validated either by some or all participants, depending on the
network setup. Consensus is the key for the proper functioning
of a blockchain, which basically consists of a mechanism that
determines the conditions to be reached and to achieve
consensus in a distributed network without central authorities
and with participants who do not necessarily trust each other.
Several authors have conducted a good comparison of
consensus algorithms [29, 45]. Reviews on several alternative
consensus methods can be found in [29]. An example of the
existing consensus algorithms is practical Byzantine fault
tolerance (PBFT) [46], and the federated Byzantine agreement
(FBA) [47].

In a large WSN network, it is not practical to get consensus
from all mobile sinks in the network due to distance and un-
certain nature, including physical obstacles of the distributed
network. In such situations, certain numbers of verifications
and approvals from neighbouring mobile sinks are required
and involved participants will make decisions based on the pre‐
agreed rules. The votes in CBRP are controlled based on time
frame. Within a time frame, if majority of the mobile sinks'
responses is positive (agree), the request is permitted, and the
request mobile sink will broadcast the decision. Other mobile
sinks will update the information and broadcast the updated
information to their members. Otherwise, if there is no
response from the mobile sinks within a time frame, a negative
vote is considered.

4 | SIMULATION RESULTS

This section demonstrates the performance of CBRP. The
simulations are conducted using MATLAB software that
measures five network performance indicators. These are
number of dead nodes, energy consumption, delays, packet
delivery ratios and percentage of coverage holes. The perfor-
mance of CBRP has been compared with respect to the
following metrics:

� Network lifetime, that is, when the first node dies having
totally depleted its energy.

� Delay, that is, the time that goes from packet generation at a
sensor node to the successful delivery of that packet at the
sink.

� Packet delivery ratio which is the percentage of number of
packets delivered in total to the total number of packets sent
from source node to destination node in the network.

� Coverage level is the percentage of coverage area of nodes
over total area.

4.1 | Simulation scenarios and parameters

All sensor nodes are static and uniformly distributed for grid
deployment. The sink node is mobile for all network sce-
narios. The networks have the same initial energy as well as

TABLE 1 Simulation parameters

Parameter Value

Initial node energy 50 J

Data packet size 15 bytes

Communication radius 60 m

Effective node's coverage range 30 m

Number of nodes 100–300

Number of mobile sink 7

Coverage level threshold 0.9
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the same energy requirement for sensing, processing, trans-
mitting and receiving sensory data. Three sets of experiments
have been performed to measure CBRP performances for a
network size of 400 � 400 m2, with different network
densities, ranged from 150 to 300 nodes. Each round in this
simulation is considered as 100 s. The parameters used are
summed in Table 1.

In this simulation, the mobile sinks create their region
using the arbitrary square bounded Voronoi diagram, to
compute the individual Voronoi cell area that is bounded in an
arbitrary square. Messages between nodes and mobile sinks are
exchanged: First, the mobile sinks will send broadcast
messages that consist of the sink ID and its coordinates. The
nodes that receive the message will accept it and send their
information to the sink. The message sent by the node consists
of the sink information, the node's ID and its coordinates.
Information is also broadcast to other mobile sinks and mobile
sinks that receive the message will accept and send their in-
formation back to the mobile sink that broadcasts the message.
Mobile sink will calculate the length (based on the coordinates
informed by the nodes) to determine nodes belonging. A

threshold value is set for this, where if the length is less than
the threshold, the nodes belong to the same region. The
Dijkstra algorithm is used to calculate the shortest distance
between mobile sink and the nodes. The mobile sink will then
compute the path if multi‐hop exists in the network. If there
are paths available, it will add all the nodes' path together.

The coverage level is simulated in the MATLAB by
considering a coverage probability, as proposed in [48]. The
coverage level before and after the mobile sink's moved is
recorded. Then, a threshold value is used to evaluate the
coverage level condition (in this simulation, the threshold is set
to 0.9). The inpolygon function in MATLAB is used to
identify the nodes belonging (whether the node is inside or
outside a region). Each node in a region will compute its
coverage probability. The coordinates of nodes having the
lowest and the highest coverage probability levels in each
mobile sink region are recorded, respectively.

Each mobile sink will then calculate the distance between
its location and the nodes within near mobile sink that have the
lowest coverage hole. It will find the nearest nodes (having
minimum distance) and inform them its ID. It will then check

F I GURE 3 (a) Packet delivery ratio (PDR), (b) energy consumption, (c) delay and (d) hole area when consensus and non‐consensus is considered
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for the coverage level again and stop whenever no hole is
detected. For the lifetime performance measurement, the ra-
dio‐energy dissipation model that is commonly used in many
researches, including in [49] is considered in this simulation.

The first set of experiment aims to demonstrate the
effectiveness of consensus mechanism in CBRP to overall
network. Figures 3 shows the performances of proposed
model in terms of packet delivery ratio, energy consumption,

delay and hole area when consensus factor is considered (and
neglected).

The second set of experiment is to observe the perfor-
mance of CBRP with the movement of the mobile sinks.
Figure 4 illustrates the communication path and coverage level
before and after the mobile sink moves to location upon
consent of other mobile sinks. It is obvious that the movement
of mobile sink results in more balance and fair distribution of
region among mobile sinks. The results of such movement are
recorded in Table 2. From Table 2, it can be observed that the
network performances improve when the mobile sink is at the
new position. The delay is less as the location is located closer
to the nodes around it. This as well causes the packet delivery
ratio to increase. As more area is covered by the mobile sinks,
less area is vacant and the energy consumption is less as less
movement is needed when the sink is at a balance position.

In the third experiment, CBRP performances are
compared with other existing work, that is, random walk,
GMRE and ETARP. The nodes' initial energy considered in

F I GURE 4 Illustration of communication path and coverage level (a) before and (b) after mobile sink movement

TABLE 2 Performance metrics at initial and new position

Previous position New position

Packet delivery ratio 0.857 0.909

Delays (ms) 45.1 39.1

Hole area (%) 2.1 1.9

Energy consumption ( J) 225 213
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CBRP is 50 J. Nodes' communication radius in CBRP is set as
60 m. The data packet size is set to 15 bytes and effective
coverage range for normal nodes is set to 30 m. These values
were chosen based on values in most existing references in the
literature. Figures 5–7 show the results when different numbers
of nodes were deployed in the network (ranging from 100 to
300 nodes).

To evaluate CBRP performances as controlled sink
mobility protocol, its performances are compared to GMRE
which is a controlled mobility protocol type that improves the
uniformity of the energy consumption by controlling the sink
mobility towards the area where nodes have the highest
residual energy [2].

The performances of CBRP are compared to a distributed
trust‐based protocol, that is, ETARP, where this protocol
discovers and selects routes with high expected utility which
will be both energy efficient (minimum energy cost) and
trusted. CBRP is compared to ETARP to observe its perfor-
mances in terms of the five network metrics (instead of
focusing on security aspects). The other protocol used in the

performances comparison is random walk, which is a common
and traditional sink mobility protocol.

Figure 5 shows the number of dead nodes in CBRP,
random mobility, GMRE and ETARP when different numbers
of nodes (150–300 nodes) were deployed in the network. The
network lifetime is defined as the time until the first node dies
after fully depleting its energy. The number of dead nodes in
CBRP is the least compared to the other three protocols.
When 150 nodes were deployed, the number of dead nodes in
ETARP is also a minimum followed by GMRE and random
walk. However, the number of dead nodes in ETARP is more
than the number of dead nodes in GMRE when more nodes
were deployed (200–300 nodes). The nodes in random walk
start to deplete sooner compared to the other three protocols
and the number of dead nodes in random walk increases with
the increase number of nodes. On the other hand, the number
of dead nodes in CBRP is still low with the increase in number
of nodes deployed.

By utilising mobile sink in a network, the nodes which
consume the largest amount of energy for data relaying

F I GURE 5 Number of dead nodes in CBRP, random mobility, GMRE and ETARP considering (a) 150 nodes, (b) 200 nodes, (c) 250 nodes, and (d) 300
nodes
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changes over time. This increases the network lifetime as en-
ergy depletion is more balanced among the nodes. In GMRE
and random walk, the decision about whether to move or not
is due at certain specified time. The energy consumption is
depending on the time specified. The lower the time, the
higher the network lifetime is. As random walk did not enforce
any energy‐based criterion for sink movement, its performance
is the worst among all the mobility schemes. The specific sink
random movement in random walk varies its performances,
due to a non‐negligible probability of poor performance. For
GMRE, even though it considers nodes residual energy, the
mobility decision is based on the current status of the network
and on a local view of the residual energy. Both random walk
and GMRE do not have a global view of the network topology
and the network traffic, resulting in decrease performance with
respect to CBRP. On the other hand, CBRP considers multiple
sinks utilisation and each sink is dedicated to one specific
region. The energy consumption is significantly lower as
communication involves shorter distance between nodes and

its sink. CBRP involves reduced sink mobility as it enforces
coverage‐based criterion that requires the sink to move only
when low coverage level is detected. In addition to this, the
decision about whether to move or not is upon consensus
among neighbouring sinks, thus a wider view of the network
topology and traffic is possible. This could lead to a better
move with respect to global network lifetime maximisation.

Figure 6 shows the sum of residual energy in the network
associated with the different mobility schemes per node
residual energy over time. CBRP considers the energy dissi-
pation model used in [50]. Least energy was consumed in
CBRP, followed by GMRE, ETARP and random walk. The
number of nodes does influence the energy consumed in the
network (reflected by Figure 6a–d. In random walk, the sink
tends to move to sites located centrally, resulting in better la-
tency but high energy consumption as nodes in the central
areas always consume energy regardless of the sink location
(even when the sink is located at the centre or on the perim-
eter). Lower energy consumption is experienced at the nodes

F I GURE 6 Energy consumption in CBRP, random mobility, GMRE and ETARP considering (a) 150 nodes, (b) 200 nodes, (c) 250 nodes and (d) 300 nodes
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close to the sink. As GMRE enforces energy‐based criterion,
the sink tends to move towards high energy nodes. As the
mobility decision in GMRE is based on a local view of the
network, more energy is consumed by the nodes that exhibit
lower energy to reach the sink. This can be the worst when
more nodes are deployed in the network. In contrast, uti-
lisation of multiple sinks allows close communication between
the sink and the nodes in a region. The coverage‐based and
consensus factors considered in CBRP allow more balance
energy consumption in the network. In any mobility schemes,
overhead exists due to route set up and release when the sink
changes site as well as the cost required for gathering infor-
mation such as residual energy at adjacent sink sites. Much
lower mobility in CBRP corresponds to lower overhead for
such route management compared to random walk, GMRE
and ETARP.

Figure 7 shows the performance results in terms of delay,
that is, the time from packet generation at a sensor node to the
successful delivery of that packet at the sink. The average
length of routes to the sink implies a higher packet latency.
This is obvious for random walk and GMRE as both protocols

do not have the global view of the network. The energy‐based
criterion used in GMRE, for example, may lead the sink to
high energy nodes that result in a longer route for the other
nodes to reach. Data latency is increased due to newly gener-
ated packets while the sink is moving and those in transit to-
ward the sink are established. The sink will spend time not only
at the centre, but also along borders. Thus, longer average
routes are imposed.

Figure 8 shows the packet delivery ratio in CBRP,
ETARP, GMRE and random walk. Packet delivery ratio is
the percentage of packets generated at the sensor nodes that
are successfully delivered to the sink. It is observed that the
packet in CBRP is always successfully transmitted. A high
packet delivery ratio in CBRP is seen in all the four situa-
tions (different density). ETRP also performs well (slightly
low) compared to CBRP. The number of nodes does not
affect much in CBRP. However, the packet delivery ratio in
random walk decreases with the increase in the number of
nodes. Less packet delivery ratio s in GMRE and random
walk may be due to more frequent moves in this protocol
when more nodes were involved. Also, frequent change of

F I GURE 7 Delay in CBRP, random mobility, GMRE and ETARP considering (a) 150 nodes, (b) 200 nodes, (c) 250 nodes and (d) 300 nodes
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sink position may cause inaccurate reporting when the nodes
send information to outdated sink locations which causes
packet drop. On the other hand, the verification and
checking mechanisms in ETARP and CBRP require confir-
mation and consensus rather than simply moves based on
the sink's own decision.

Figure 9 shows the results of area covered in CBRP,
ETARP, GMRE and random walk. As nodes in the networks
are randomly deployed, the coverage hole when fewer nodes
are deployed may be higher (as shown in Figure 9a compared
to the network with more nodes (Figure 9c, d. In such sce-
narios, CBRP outperforms all the other protocols. The per-
formances of ETARP and GMRE do not differ much. CBRP
enforces coverage‐based criterion in the sink mobility decision,
which ensure that the network is well covered by each sink. For
such, its performance in terms of coverage level is obvious.
The consensus mechanism introduces in CBRP also contrib-
utes to its good performance, as the decision made need to be
agreed by neighbouring sinks, resulting in more balance and
better coverage.

Based on the simulation results, it is observed that CBRP
performs the best in the five performance metrics (number of
dead nodes, energy consumption, delay, packet delivery ratio
and coverage hole) compared to the three existing protocols:
GMRE, ETARP and random walk. Due to the fair distribution
of packets, the nodes in the network are able to sustain longer.
The energy consumes in CBRP is the least, the packet delivery
ratio is highest and the delay is slightly shorter than the three
existing protocols. CBRP also covers better compared to the
rest.

5 | CONCLUSION

Here, the authors have proposed an innovative protocol, called
CBRP, for distributed and decentralised decision‐making WSN.
CBRP utilises multiple mobile sinks for efficient routing in
distributed manner. The proposed protocol is a controlled
mobility type where the movement of mobile sinks is assisted
by the nodes in the network and this type of mobility

F I GURE 8 Packet delivery ratio in CBRP, random mobility, GMRE and ETARP considering (a) 150 nodes, (b) 200 nodes, (c) 250 nodes and (d) 300 nodes
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approaches is very few. Most existing works use energy factor
in assisting mobile sinks or nodes mobility. Instead, CBRP uses
coverage as the factor that determines mobile sinks mobility,
taking nonuniform distribution in random deployment as its
focus.

The proposed protocol lies around several features
including distributed network, uncertain environment, limited
knowledge, non‐uniform distribution and collaborative mech-
anisms. In decentralised and randomly distributed network
where decision made depends only on information provided
by nearby nodes, there is no guarantee that the nodes or sinks
that participate are the reliable ones. The decisions taken by
nodes in most of existing works are based on values that sat-
isfies nodes' own utilities and not part or majority of the
network. Based on these situations, mechanisms that can
provide verification and agreed‐upon platform are needed.

Recent consensus concept called blockchain could support
these needs. However, the concept is considered limitedly in
WSN. CBRP integrates this concept in mobile sinks' decision
making with the assistance from surrounding nodes through
five modules (setup modules, initialisation module, relocation

module, verification module and consensus module). In
observing the performances of CBRP, simulations were con-
ducted on five performance metrics including number of dead
nodes, energy consumption, delay, packet delivery ratio and
percentage of coverage hole.

Decision based on consensus benefits more parties and
eventually lead to better decision, as revealed through CBRP
outstanding performances over the other compared routing
protocols, that is, GMRE, ETARP and random walk. The
collaboration among nodes and mobile sinks and between
mobile sinks could improve the routing efficiency. The
mobility assistance provided by normal nodes using vector‐
based approach had as well improved the coverage hole in the
network. Collaboration among mobile sinks and verification
before decision is made balances the network performances.

In the future, it is planned to complement the in-
vestigations conducted here with experiments on real test beds.
The proposed protocol could be implemented and tested on
real applications, either in small scale or large scale applications.
As a distributed solution, the proposed methods have great
potentials in many applications that require decision making to

F I GURE 9 Coverage hole in CBRP, random mobility, GMRE and ETARP considering (a) 150 nodes, (b) 200 nodes, (c) 250 nodes and (d) 300 nodes
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be made in a distributed manner such as in military applica-
tions, human mobility, moving or relocating goods etc. For
smaller scale applications, several sensors can be embedded in
a Zigbee Arduino board and programmed to coordinate the
movement among multiple devices. It can also be tested by
using other protocols such as Z‐Wave or LoraWAN, for
applications that span over a large space.

ACKNOWLEDGEMENT
The author declares that the work presented in this paper is
part of Dr Nor Khalid PhD work [51].

ORCID
Nor Azimah Khalid https://orcid.org/0000-0002-7437-61
96
Adnan Al‐Anbuky https://orcid.org/0000-0002-2021-4597

REFERENCES
1. Metin, K., Korpeoglu, I.: Coordinated movement of multiple mobile

sinks in a wireless sensor network for improved lifetime. EURASIP J
Wirel. Commun. Netw. (1):245 (2015)

2. Basagni, S., et al.: Controlled sink mobility for prolonging wireless sensor
networks lifetime. Wirel. Netw. 14(6), 831–858 (2008)

3. Basagni, S., Carosi, A., Petrioli, C.: Controlled vs. uncontrolled mobility
in wireless sensor networks: Some performance insights. In: 2007
IEEE 66th Vehicular Technology Conference, 2007. VTC‐2007 Fall,
pp. 269–273.IEEE (2007)

4. Liang, W., Luo, J., Xu, X.: Prolonging network lifetime via a controlled
mobile sink in wireless sensor networks. In: Global telecommunica-
tions conference (GLOBECOM 2010), 2010 IEEE, pp. 1–6. IEEE
(2010)

5. Wang, Z.M., et al.: Exploiting sink mobility for maximizing sensor
networks lifetime. In: Proceedings of the 38th annual Hawaii interna-
tional conference on System Sciences, 2005. HICSS'05, pp. 287a. IEEE
(2005)

6. Papadimitriou, I., Georgiadis, L.: Maximum lifetime routing to mobile
sink in wireless sensor networks. Proc. SoftCOM (2005)

7. Faheem, Y., Boudjit, S., Chen, K.: Data dissemination strategies in mobile
sink wireless sensor networks: a survey. In: 2009 2nd IFIP Wireless Days
(WD), pp. 1–6. IEEE (2009)

8. Luo, J., Hubaux, J.‐P.: Joint mobility and routing for lifetime elongation in
wireless sensor networks INFOCOM 2005. 24th Annual Joint Confer-
ence of the IEEE Computer and Communications Societies, vol. 3,
pp. 1735–1746. IEEE (2005)

9. Basagni, S., et al.: Coordinated and controlled mobility of multiple sinks
for maximizing the lifetime of wireless sensor networks. Wirel. Netw.
17(3), 759–778 (2011)

10. Friedmann, L., Boukhatem, L.: Efficient multi‐sink relocation in wireless
sensor network. In International Conference on Networking and
Services (ICNS'07), p. 90. IEEE (2007)

11. Rao Gandham, et al.: Energy efficient schemes for wireless sensor net-
works with multiple mobile base stations. In: IEEE Global Telecom-
munications Conference, 2003. GLOBECOM'03, vol. 1, pp. 377–381.
IEEE (2003)

12. Amar, P.A., Chockalingam, A.: Mobile base stations placement and en-
ergy aware routing in wireless sensor networks. IEEE Wirel. Commun.
Netw. Conf. 1, 264–269 (2006)

13. Choi, S.‐Y., et al.: Robust and energy efficient dynamic routing for a
mobile sink in a multi hop sensor network. In: Second International
Conference on Communication Software and Networks, 2010.
ICCSN'10, pp. 178–182. IEEE (2010)

14. Di Francesco, M., et al.: Data collection in wireless sensor networks with
mobile elements: a survey. ACM Trans. Sensor Netw. (TOSN). 8(1), 7
(2011)

15. Tunca, C., et al.: Distributed mobile sink routing for wireless sensor
networks: a survey. Commun. Survey. Tutorial., IEEE. 16(2), 877–897
(2014)

16. Dimos, V, et al.: Event‐triggered control for multi‐agent systems. In:
Proceedings of the 48th IEEE conference on Decision and Control,
2009 Held Jointly with the 2009 28th Chinese Control Conference.
CDC/CCC 2009, pp. 7131–7136. IEEE (2009)

17. Henningsson, T., Johannesson, E., Cervin, A.: Sporadic event‐based
control of first‐order linear stochastic systems. Automatica. 44(11),
2890–2895 (2008)

18. Li, Z., et al.: Distributed consensus of linear multi‐agent systems with
adaptive dynamic protocols. Automatica (2013)

19. Jan, L., Lehmann, D.: A state‐feedback approach to event‐based control.
Automatica. 46(1), 211–215 (2010)

20. XieG., et al.: Consensus in networked multi‐agent systems via sampled
control: fixed topology case. In American Control Conference, ACC'09,
pp. 3902–3907. IEEE (2009)

21. Lai, G., Li, C., Sycara, K.: A general model for Pareto optimal multi‐
attribute negotiations. In: Rational, Robust, and Secure Negotiations in
Multi‐Agent Systems, pp. 59–80. Springer (2008)

22. Thao, P.L., Norman, T.J., Vasconcelos, W.: Adaptive negotiation in
managing wireless sensor networks. In: Principles and Practice of Multi‐
agent Systems, pp. 121–136. Springer (2012)

23. Wu, M., et al.: Multi‐player multi‐issue negotiation with complete
information. In: Innovations in Agent‐Based Complex Automated
Negotiations, pp. 147–159. Springer (2011)

24. Lai, G., Sycara, K., Li, C.: A decentralized model for multi‐attribute
negotiations. In: Proceedings of the 8th International Conference on
Electronic Commerce: The New E‐Commerce: Innovations for
Conquering Current Barriers, Obstacles and Limitations to Conducting
Successful Business on the Internet, pp. 3–10. ACM (2006)

25. Niemann, C., Lang, F.: Assess your opponent: A Bayesian process for
preference observation in multi‐attribute negotiations. In: Advances in
Agent‐Based Complex Automated Negotiations, pp. 119–137. Springer
(2009)

26. Liao, W.‐H., Yang, H.‐C.: A power‐saving data storage scheme for
wireless sensor networks. J. Netw. Comput. Appl. 35(2), 818–825
(2012)

27. Loscri, V., Morabito, G., Marano, S.: A two‐levels hierarchy for low‐
energy adaptive clustering hierarchy (tl‐leach). IEEE Vehicul. Technol.
Conf., 62, 1809. IEEE; 1999, 2005

28. O'Dwyer, R.: The revolution will (not) be decentralized: Blockchains.
Common. Trans. 11 (2015)

29. Fernández‐Caramés, T.M., Fraga‐Lamas, P.: A review on the use of
blockchain for the Internet of Things. IEEE Access (2018)

30. Raval, S.: Decentralized Applications: Harnessing Bitcoin's Blockchain
Technology. O'Reilly Media, Inc. (2016)

31. Wüst, K., Gervais, A.: Do you need a blockchain?. IACR Cryptol. ePrint
Arch. 375, 2017 (2017)

32. Yang, J., et al.: A trusted routing scheme using blockchain and rein-
forcement learning for wireless sensor networks. Sensors. 19(4), 970
(2019)

33. Ramezan, G., Leung, C.: A blockchain‐based contractual routing
protocol for the internet of things using smart contracts. Wirel.
Commun. Mobile Comput. 32, (2018). https://doi.org/10.1155/2018/
4029591

34. Wang, B.: Coverage problems in sensor networks: A survey. ACM
Comput. Survey. (CSUR). 43(4), 32 (2011)

35. Sahoo, P.K., Tsai, J.‐Z., Hong‐Lin, K.: Vector method based coverage
hole recovery in wireless sensor networks. COMSNETS. 1–9 (2010)

36. Wang, G., Cao, G., Porta, T.F.L.: Movement‐assisted sensor deployment.
IEEE Trans. Mobile Comput. 5(6), 640–652 (2006)

37. Tian, D., Georganas, N.D.: A node scheduling scheme for energy con-
servation in large wireless sensor networks. Wirel. Commun. Mobile
Comput. 3(2), 271–290 (2003)

38. Xing, G., et al.: Integrated coverage and connectivity configuration for
energy conservation in sensor networks. ACM Trans. Sensor Netw.
(TOSN). 1(1), 36–72 (2005)

144 - KHALID ET AL.

https://orcid.org/0000-0002-7437-6196
https://orcid.org/0000-0002-7437-6196
https://orcid.org/0000-0002-7437-6196
https://orcid.org/0000-0002-2021-4597
https://orcid.org/0000-0002-2021-4597
https://doi.org/10.1155/2018/4029591
https://doi.org/10.1155/2018/4029591
https://orcid.org/0000-0002-7437-6196
https://orcid.org/0000-0002-2021-4597


39. Cărbunar, B., et al.: Redundancy and coverage detection in sensor net-
works. ACM Trans. Sensor Netw. (TOSN). 2(1), 94–128 (2006)

40. Szabo, Nick: Formalizing and securing relationships on public networks.
First Monday. 2(9) (1997)

41. Huang, C.‐F., Tseng, Y.‐C.: The coverage problem in a wireless sensor
network. Mobile Netw. Appl. 10(4), 519–528 (2005)

42. Zhu, C., et al.: A survey on coverage and connectivity issues in wireless
sensor networks. J. Netw. Comput. Appl. 35(2), 619–632 (2012)

43. Zhang, H., Jennifer, C.: Maintaining sensing coverage and connectivity in
large sensor networks. Ad Hoc Sensor Wirel. Netw. 1(1‐2), 89–124
(2005)

44. Khoufi, I., et al.: Survey of deployment algorithms in wireless sensor
networks: coverage and connectivity issues and challenges. Intl. J.
Autonom. Adapt. Commun. Syst. 10(4), 341–390 (2017)

45. Bano, S., et al.: Consensus in the age of blockchains. arXiv preprint
arXiv:1711.03936 (2017)

46. Castro, M., et al.: Practical byzantine fault tolerance. OSDI. 99, 173–186
(1999)

47. Mazieres, D.: The Stellar Consensus Protocol: A Federated Model for
Internet‐Level Consensus. Stellar Development Foundation (2015)

48. Ahmed, N., Kanhere, S.S., Jha, S.: Probabilistic coverage in wireless
sensor networks. In: The IEEE Conference on Local Computer
Networks, 2005. 30th Anniversary, pp. 8. IEEE (2005)

49. Arshad, M., Aalsalem, M.Y., Siddiqui, F.A.: Energy efficient cluster head
selection in mobile wireless sensor networks. J. Eng. Sci. Technol. 9(6),
728–746 (2014)

50. Anand, V., et al.: An energy efficient approach to extend network life time
of wireless sensor networks. Procedia Comput. Sci. 92, 425–430 (2016)

51. Khalid, N.A., Quan, B., Al‐Anbuky, A.: Adaptive trust‐based routing
protocol for large scale WSNS. IEEE Access. 7, 143539–143549 (2019)

How to cite this article: Khalid NA, Bai Q, Al‐
Anbuky A. Distributed consensus‐based routing
protocol with multiple mobile sinks support for wireless
sensor network. IET Wirel. Sens. Syst. 2021;11:131–145.
https://doi.org/10.1049/wss2.12016

KHALID ET AL. - 145

https://doi.org/10.1049/wss2.12016

	Distributed consensus‐based routing protocol with multiple mobile sinks support for wireless sensor network
	1 | INTRODUCTION
	2 | RELATED WORK
	3 | CONSENSUS‐BASED ROUTING PROTOCOL
	3.1 | Components in CBRP
	3.1.1 | Smart contract
	3.1.2 | Participants
	3.1.3 | Consensus

	3.2 | Setup module
	3.2.1 | Construction of region

	3.3 | Initialisation module
	3.3.1 | Rule 1: Coverage detection algorithm
	3.3.2 | Rule 2: Relocation algorithm

	3.4 | Verification module
	3.4.1 | Redundancy mechanism
	3.4.2 | Force‐based mechanism

	3.5 | Consensus module

	4 | SIMULATION RESULTS
	4.1 | Simulation scenarios and parameters

	5 | CONCLUSION
	ACKNOWLEDGEMENT


