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ABSTRACT Building safeguards against illegitimate access and authentication is a cornerstone for securing
systems. Existing user authentication schemes suffer from challenges in detecting impersonation attacks
which leave systems vulnerable and susceptible to misuse. A range of research proposals have suggested
continuous multimodal biometric authentication (CMBA) systems as a reliable solution. Though contem-
porary authentication systems have the potential to change their current authentication scheme, there is a
lack of critical analysis of current progress in the field to foster and influence practical solutions. This paper
provides a systematic survey of existing literature on CMBA systems, followed by analysis to identify and
discuss current research and future trends. The study has found thatmany diverse biometric characteristics are
used for multimodal biometric authentication systems. The majority of the studies in the literature reviewed
apply supervised learning approaches as a classification technique, and score level fusion is predominantly
used as a fusion model. The review has determined however that there is a lack of comparative analysis on
CMBA design in terms of combinations of biometric types (behavioural only, physiological only, or both),
machine learning algorithms (unsupervised learning and semi-supervised learning), and fusionmodels. Most
of the studies evaluated a CMBA system’s accuracy functionality, such as False Acceptance Rate (FAR),
False Rejection Rate (FRR) and Equal Error Rate (EER). However, security, scalability and usability (user
acceptance and satisfaction) are generally not addressed thoroughly even though these are key factors for
system success in a real deployment. Furthermore, a CMBA system should be implemented and evaluated
extensively on real data without restriction to prove that such systems are feasible.

INDEX TERMS Biometrics (access control), continuous authentication, machine learning algorithms,
multimodal.

I. INTRODUCTION
User authentication is widely used as a means to protect
any information technology (IT) system against unauthorized
user activities [1]. Users are required to verify or authenti-
cate their claimed identity, typically using credentials such
as a username and password in order to then be granted
specific privileges to access system resources. As IT is closely
enmeshed in our daily lives, reliable and trustworthy authen-
tication is extremely important as the primary step to ensure
the information security within any IT system [2]. For more
than 40 years there has been intense research in authentication
methods - this acknowledges the crucial importance of
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the authentication process to build trustworthy and secure
environments that defend against impersonation of a user’s
identity, yet at the same time also attempting to alleviate
or simplify the complexities of the authentication process
itself [3].

Authentication and verification of a user can be
achieved by utilizing one or more of three fundamen-
tal, broad approaches: knowledge-based (something a
user knows), possession-based (something a user has),
and biometric-based (something a user is). The first two
approaches have been widely adopted in most IT systems;
however, they face many well-known challenges. The lat-
ter approach, biometric-based authentication, which uses
physiological and behavioural characteristics of a user, has
gained popularity as a reliable solution [1]. Even though this
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approach provides remedial benefits to counter deficiencies
in the former approaches, most solutions only use a single
biometric cue that is merely applied at the point-of-entry
(known as static authentication). This weakness can be
argued as being insufficient to provide a verifiably secure
system [1], [2], [4]. Using a single biometric factor poten-
tially lowers the authentication system’s accuracy rate due
to poor data quality, the overlap between identities and
limited resources to uniquely identify a person [4]. Fur-
thermore, a single biometric factor used with static authen-
tication means the underlying system could be vulnerable
to being misused post-authentication due to the apparent
permanency of verification of the user identity for the
session [1], [5].

Continuous multimodal biometric authentication has
emerged to improve recognition accuracy and mitigate
the challenges in the static one-time authentication pro-
cess [2], [6], [7]. However, usability and scalability issues
have arisen as CMBA requires re-verification of the user’s
claimed identity to the system repeatedly and it collects
the user’s biometric cues to improve its accuracy [1], [4].
Although there are in-depth studies of surveys that analyse
biometrics [8] and the fusion of multimodal biometrics for
implicit authentication [7], no work has yet provided a com-
prehensive systematic review of the combined use of different
biometrics for continuous authentication. Existing surveys
are limited by the fact that they adopt a more general focus
on continuous authentication systems [2] or the classification
of biometric authentication [4], [9]. To fill this gap, we con-
duct a systematic literature review on continuous multimodal
biometric authentication.

The paper aims to formalize the findings of state-of-
art continuous multimodal biometric authentication sys-
tems through their design, implementation, and evaluation
methods. We survey how the literature to date have fused
multimodal biometric data to authenticate users continu-
ously. The paper aims to identify how multimodal bio-
metrics are proposed and evaluated for continuous user
authentication, what is missing in the studies, and to elicit
a roadmap for the research body to help move forward.
The main contributions are: 1) Survey, systematization and
analysis of continuous multimodal biometric authentication
approaches in the academic literature to date, 2) Providing
insights on continuous multimodal biometric authentication
systems from multiple perspectives, and 3) Identification
and discussion of current research challenges and future
directions.

The paper is presented as follows: Section 2 introduces
the related surveys, then we present the concept of biometric
authentication systems in section 3. The systematic review
methodology is described in section 4, following the moti-
vation of the study and the research question. The results
are analysed and interpreted in section 5. Section 6 offers a
consolidated overview of the work and it provides a critical
discussion eliciting future work before conclusions are drawn
in section 7.

II. RELATED SURVEYS
In 2015, Gad, et al. [10] reviewed multimodal biometric
systems by identifying the integration of the biometric factor
data, quality performance, and fusion levels in multimodal
biometrics. The survey investigated the generic overview of
a multimodal biometric system, identifying its opportunities
and challenges for security purposes. Even though these
reviews are considered significant, the literature coverage is
rather limited. Al Abdulwahid, et al. [1] put a specific focus
on CMBA feasibility in practice by reviewing the critical
achievements in adopting a CMBA system to authenticate
users continuously. However, the survey does not discuss how
they combine different biometric factors to build a continuous
and transparent CMBA system as they have focused on its
performance evaluation. One identified study has surveyed
the biometric fusion method [4], but the study does not
consider whether the authentication is static or continuous.
Another recent study [11] systematically reviews biometric
authentication systems, but the review is conducted on both
unimodal and multimodal biometric systems. While these
works provide detailed analysis and valuable insights on
biometric authentication systems, they are not concernedwith
the authentication modes (static or continuous).

Several identified studies reviewed continuous authentica-
tion systems, and they are focused on either general contin-
uous authentication systems [2] or biometric authentication
systems [5], [8], [12]. The majority of the reviews on con-
tinuous biometric authentication systems narrow their scope
into a specific authentication domain such as mobile [8], [12]
or behavioural biometrics only [5], that could cause different
design or implication challenges. There is a need to system-
atically review CMBA systems by not limiting the authen-
tication domain or the types of biometrics used. This helps
in the decision process for choosing adequate authentication
schemes for different user contexts along with the most used
criteria for the comparison and selection. It could be useful
for researchers as well as industry experts to determine how to
select the most appropriate continuous authentication scheme
for their application and purpose. Therefore, our paper sys-
tematically covers research work on continuous authentica-
tion using multimodal biometrics to analyse how they have
applied biometric characteristics in continuous authentication
systems and their performance evaluation. We further dis-
cuss specific challenges for CMBA systems and establish a
research roadmap intended to foster advancement on the topic
and influence real-world implementations.

III. MULTIMODAL BIOMETRIC SYSTEMS
Biometric authentication systems have gained popularity
to verify user identities over many decades due to their
reliability and adaptability. Existing biometric authentica-
tion systems generally consist of various processes depend-
ing on the biometric information, including physiological
and behavioural features. The physiological feature is based
on an individual’s unique physical traits (e.g., fingerprints
and facial features), and behavioural features refers to
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FIGURE 1. Summary of the procedure for identifying and selecting the relevant literature on continuous multimodal biometric authentication systems,
following PRISMA Guidelines [13] and the Joanna Briggs institute Reviewer’s manual [14].

an individual’s behaviour and personality pattern (e.g.,
gait (walking) analysis, keystroke dynamics) [10]. The
authentication process is initiated with the sampling of spe-
cific biometric traits, followed by pre-processing, finding
the area of interest, extracting pre-determined features using
feature extraction algorithms, and implementing classifica-
tion algorithms for the decision-making process [11]. Novel
feature extraction and classifiers can also be developed and
used.

Depending on the number of the modalities used, a bio-
metric system can be classified into two types: unimodal or
multimodal. Unimodal biometric systems rely on a single
modality for authentication and they are easier to develop as
they are based on a single identifier. However, a unimodal
system faces challenges such as noisy data, poor recogni-
tion performance, less accurate results, and spoofing attacks,
as the authentication metric itself can be a single point of
failure [1], [10], [11]. A multimodal biometric system in con-
trast, employsmultiple or complementary traits (e.g., face and
voice features), does not rely on a single feature and is thus
much more robust and difficult to defeat. It is more secure
from spoofing attacks [11], provides high recognition rates,
is less sensitive to the impact of environmental factors, and
has increased robustness and reliability [10]. As multimodal
biometrics uses more than two biometric cues for authentica-
tion, when fusing the information from different modalities
it must consider answering the following questions: 1) what
to combine, 2) when to fuse and 3) how to fuse to develop a
multimodal biometric authentication system [4].What to fuse
involves selecting different biometric traits to be combined,
such as face and voice, or fingerprint and keystroke dynamics.

When to fuse determines the level of fusion in which the indi-
vidual biometric factors can be fused in the pipeline stages of
the biometric authentication system.How to fuse refers to the
method that is used to consolidate the information. This paper
therefore presents a comprehensive analysis of information
fusion techniques combined with the multimodal biometric
authentication system design, including classifier algorithm
chosen, for each modality.

IV. METHODOLOGY
The study aims to investigate the design, implementation,
and evaluation method of continuous multimodal biometric
authentication systems. The objectives of the study are to
identify CMBA schemes proposed in literature, to appraise
the evaluation methods used for the suggested CMBA
schemes – as well as the datasets they have employed,
and to suggest future directions to empower knowledge in
the area. Based on these objectives, the study focuses on
analysing how the literature covers continuous multimodal
biometric authentication systems, what can be learned, and
what is missing in order to advance research in the field.
The following research question has been driven with five
sub-components (Table 1) to address the problem statement:
How are continuous multimodal biometric authentication
systems designed, implemented, and evaluated?

We conduct a systematic review based on PRISMA guide-
lines [13] and the Joanna Briggs institute reviewer’s man-
ual [14] to ensure a comprehensive and unbiased systematic
review (Fig. 1). We identify relevant studies on continuous
multimodal biometric authentication systems as described
in Fig. 1. Based on the research question, a search protocol
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TABLE 1. Five sub-components and corresponding motivation to answer
the main research question.

is developed to guide the process to reduce the researcher’s
biases in study selection. We use search keywords ‘‘contin-
uous biometric authentication’’ and the semantically simi-
lar terms ‘‘verification’’ and ‘‘identification’’. We also use
a wildcard (∗) to allow for variations of the terms so that
the use of wildcards assists overcoming the differences in
grammar and formatting in articles. For example, the term
‘‘∗biometric∗’’ could return biometric, -biometric, biomet-
rics. We use four databases in the study, Institute of Electri-
cal and Electronics Engineers (IEEE) Xplore [15], Science
Direct [16], Scopus [17] and Web of Science [18] to cover a
wide range of information technology literature. We compile
works containing a set of 620 articles spanning from 2010 to
June 2020 after removing duplicates based on the search term.
The exclusion criteria are attempted to remove irrelevant data.
Papers are excluded if:

1) The publication format was not a peer-reviewed aca-
demic journal or conference paper.

2) The publication language was not in English
3) Another paper by the same authors superseded the

work, in which case the latest work is considered.
4) The proposed authentication process is static, not

continuous.
5) The paper does not combine multimodal biometrics for

authentication purposes.
6) The approach is described at a high level, and not

enough detail is provided to address the research ques-
tion.

7) Paper was published before 2010.

Once a stepwise process of the screening article title, key-
words, abstracts, and full papers against exclusion criteria
is undertaken, one hundred and twenty-four (124) articles
are screened at the final stage (Table 2). Thirty-nine (39)
articles are included in the analysis of continuous multimodal
biometric authentication systems.

TABLE 2. The summary of the exclusion reasons for screened full-text
articles.

V. RESULTS AND ANALYSIS
The focus in this section is on thirty-nine (39) selected
publications (see Appendix). Depending on the scope of
the focused platform or adaptation, the final corpus is
sub-categorized in four clusters: 1) computer, 2) mobile
devices, 3) wearable devices/internet of things or 4) other
types (Table 3).

A. BIOMETRIC AUTHENTICATORS
Biometric authenticators are the managed biometric
resources of the authentication system, which is the feature
that needs to be adapted. Biometrics is broadly classified as
something you are, the means of identifying humans using
their traits or characteristics [2].

Table 3 shows the biometric features covered in con-
tinuous authentication literature, divided according to
three-dimensional categorization [8], [12], [57]: behavioural,
physical, and soft. Behavioural biometrics are the attributes
describing the behaviour or personality of an individual,
for example, keystroke dynamics, touch behaviour, gait,
speech, behaviour profiling, and more [8]. Physiological
characteristics are based on parts of a human’s body, which
include the face, iris, ear, fingerprint, palm print, and vein [2].
Soft biometrics have ancillary characteristics based on the
description of human physical features such as gender, skin
colour, scars, ethnicity, and height [57].

Physiological traits are widely used in an authentication
system because of their unique characteristics such as their
near-permanence, ease of collection, and uniqueness and
they are relatively inexpensive techniques for verifying an
identification [11]. Additionally, physical features are more
unvarying over time and under different conditions when
compared to behavioural features due to the variability of a
user’s behaviour – behaviours can commonly change depend-
ing on mood, illness, stress, previous events, environment,
etcetera.

Even though physiological features are widely used in an
authentication system, it is observed that 46% of papers only
combine behavioural traits. In comparison, 28% of papers
choose to combine physiological traits due to their high
uniqueness, distinction [28], [52], non-invasiveness [51], and
stability [34] (Fig 2 and Table 4). Behavioural biometrics
are preferred as they can be collected in a non-intrusive way
and continuously [37], and they generally do not require
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TABLE 3. Overview of biometric authenticators used in continuous multimodal biometric authentication systems.
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FIGURE 2. The ratio of the combined different biometric types in the
authentication system.

TABLE 4. Overview of the biometrics combination used in multimodal.

any additional hardware for data captures such as a camera
or fingerprint scanner [24], [37]; therefore, they may be
more cost-effective and user-friendly methods [23]. It is also
expected that using behavioural biometrics is less computa-
tionally complex compared to other physiological biometric
cues (i.e. fingerprint or face) because of the limited amount
of information collected [24].

Overall, 23% of papers mix behavioural and physi-
ological cues for an authentication system. Combining
different types of biometric data could improve per-
formance and measurability by complementing each
other [20], [29], [30], [32], [46], [56]. Keystroke dynamics
and face recognition are a dominant combination of the bio-
metric characteristics among the reviewed papers as both do
not require any additional devices or interaction with a sepa-
rate sensor directly (as most systems already have a keyboard
and web camera), and the data collection does not interrupt
genuine user activity [20]. Keystroke dynamics can com-
plement face recognition when authentication through facial
images alone shows lower performance due to sensitivity to
light levels and face distance from the camera. On the other
hand, a high measurability rate of facial images can cover
temporal gaps in keystroke capture when keystroke dynamics
acquisitions are missing [29], [30]. Schiavone, et al. [29] use
a particular kind of mouse that contains a fingerprint scanner
to avoid any additional device and interruption of user activity
when measuring fingerprints.

This study has found that researchers are more interested
in multimodal behavioural biometric authentication systems
because they enable continuous and non-intrusive authentica-
tion schemeswithout the need of additional devices compared
to physiological characteristic-only measurement schemes.

Regardless of the authentication system’s targeted platform
and the combination of several types of biometric features,

FIGURE 3. The frequency of the biometric characteristics used in the
continuous authentication system.

keystroke dynamics and face recognition are the dominant
characteristics used in authentication systems (Fig 3 and
Table 3). Keystroke dynamics is a behavioural biometric that
intends to gather an individual’s typing style on a keyboard
as a regular part of the device [7], [37]. Therefore, it has a
low implementation cost, as no specific additional hardware
is required [54]. It is also non-intrusive, transparent [44]
and a user’s typing style is hard to mimic [7]. As it pro-
vides sufficient discrimination information to allow identity
authentication, despite the fact that keystroke dynamics has
been shown to not necessarily be unique for each person [37],
keystroke dynamics is widely adopted in continuous authen-
tication systems when combined with other traits [7], [37].

The human face is another dominant biometric trait used
in various applications due to its contactless process and
low implementation cost compared to other physiological
biometric traits such as iris or fingerprint [7], [11]. However,
facial recognition still suffers some limitations as face recog-
nition performance can be less effective due to variations in
facial expressions, angles, and illumination [11], [34], [58].
To overcome these limitations, other physiological biometrics
such as iris are becoming increasingly popular in continuous
authentication systems [11].

Touch gestures, fingerprints, and voice recognition have
been found to be gaining more attention which coincides
with increasing usage of smart device mobile applica-
tions [12], [47]. Touch and typing gestures becomes the
dominant authentication techniques in mobile platform as
touch-enabled phones and tablets (e.g., iPhones, iPads, Sam-
sung Galaxy) have increasingly widespread ubiquity. Touch
gestures can be used as an effective biometric factor to
continuously authenticate users without interrupting a user’s
activity in the background [12], [56]. Fingerprint recognition
has been implemented on most touch-enabled devices as a
static entry-point authentication method [8]. This is most
evident in the public domain as the majority of smartphones
have a fingerprint sensor for this authentication purpose.

Additionally, users can use fingerprint authentication com-
bined with their touch gestures [8]. Voice recognition is also
widely adopted in a mobile platform to assist users (e.g.,
Siri) [8] and for user interactions on wearable devices [56].
As voice features can be extracted through voice commands
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on the mobile phone or wearable devices, it does not require
special additional devices in the acquisition process. There-
fore, voice recognition can be easily applied and accepted
for remote authentication [52]. However, the reliability and
accuracy rate of voice recognition is comparatively low as the
performance depends on several environmental conditions,
so adding other biometric traits such as touch gestures or
fingerprints may compensate for the current weakness that
voice recognition has [56].

The papers that have been reviewed clearly explain the
benefits of using multimodal biometrics by comparing their
examination results with unimodal results [20], [29], [30],
[32], [46], [56]. However, there is no comparative analysis
of the accuracy between behavioural- or physiological-only
systems and composite systems of behavioural, physiological
and soft biometrics. The performance of the different combi-
nations of biometric types could be compared through bench-
marks; however, non-conformity in experimental setup such
as data collection, hardware systems and the authentication
architectures make accurate comparisons difficult.

It is observed that the majority of the literature reviewed
combines two different modalities; seven papers combine
three different biometric cues and two papers suggests
the combination of four different modalities. However,
the research contains no further discussion or insight as to
howmany different modalities (for example two or more than
two modalities) could optimise the accuracy of the system
based on localised domain constraints.

B. CLASSIFICATION ALGORITHMS
Several algorithms and techniques are used in the various
authentication systems to classify the features of the biomet-
ric data. Machine learning approaches are widely adopted
in authentication systems as they promise more accuracy
and efficient security [12], [59]. Among the different types
of machine learning approaches (supervised, unsupervised,
semi-supervised, and reinforcement learning), it is observed
that the supervised machine learning techniques (k-Nearest
Neighbours (k-NN), Naïve Bayes (NB), Random Forest, and
more) are dominant (Fig. 4).

While most of the biometric traits are used in supervised
learning for classification, facial recognition prefers Prin-
cipal Component Analysis (PCA), which is considered an
unsupervised learning technique (Fig. 5). This is because
unsupervised learning does not make any assumptions about
pose or expressions to recognize faces in unconstraint envi-
ronments [60].

The difference between supervised and unsupervised
learning is that supervised learning requires a labelled dataset
which provides known classifications to evaluate its accu-
racy on the training dataset whereas unsupervised learn-
ing does not need prior knowledge for the corresponding
inputs [59]. In general, supervised learning techniques tend
to be more accurate than unsupervised learning; however,
they require large training corpora that could require retrain-
ing if applied to other domains, and they also suffer from

FIGURE 4. The frequency of the classification techniques used in the
continuous multimodal biometric authentication system.

FIGURE 5. The classifier frequency used in face authentication.

over-training issues [61]. Supervised learning algorithm’s
performance accuracy is directly related to the size of the
training set – if adequate, labelled data is not available,
performance suffers. [31]. The selection of supervised and
unsupervised machine learning techniques are in essence a
trade-off between accuracy and generality [61]. Therefore,
the choice of supervised or unsupervised machine learning
techniques depends on the volume of training data at hand
and the focus of the authentication system [59]. As the two
approaches have yet to be compared in the same multimodal
biometric authentication system, it is still an open question of
which method is better for continuous multimodal biometric
authentication.

A semi-supervised learning algorithm is a mix of super-
vised and unsupervised learning. It uses a massive amount of
unlabelled data with a small amount of labelled data to over-
come the problem in both supervised techniques and unsuper-
vised techniques [62]. Semi-supervised learning techniques
have outperformed both supervised and unsupervised tech-
niques in face identification authentication applications [62];
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however, this technique has not been explored and examined
thoroughly in multimodal biometric authentication systems.

Reinforcement learning does not require accurate inputs
and outputs but learns to make a sequence of decisions in
an uncertain or complex environment based on each action’s
reward. As it requires the simulation environment to learn
(which is highly dependent on the task to be performed),
it may not be suitable when there are limitations in available
resources and time [59].

Some researchers use more than one classifier for
their experiments to identify the best classifier amongst
the group of classifiers they selected [31], [45], [52].
El-Bendary, et al. [52] and Putri, et al. [45] choose more
than one classifier to find the best classifiers among them.
It was found that the Gaussian Mixture Model (GMM) is
the best classifier for voice and face authentication rather
than ANN and SVM [52]. It is also observed that the best
classifier can be different depending on the extracted features;
for example, the most accurate classifier is BayesNet for
keystroke dynamics features, and Random Forest for tapping,
swiping and pinching features [45].

Aljohani, et al. [31] compare different classifiers to the AIS
Negative Selection (NS) algorithm, which is introduced in
their paper for the keystroke dynamics and mouse movement
authentication classifier. The research shows the profound
effectiveness of NS algorithm over SVM and Decision Trees.
As shown in other studies [40], more exploration of NS
algorithms with other biometric features could give more
concrete evidence for it to be used as an efficient classifier.

C. FUSION LEVELS
The primary condition for a CMBA system’s success is deter-
mined based on 1) the type of information used in the system
and 2) the methodology used for fusion [54].

Score level fusion compares a feature’s value, and then
similarity scores generated from each modality are com-
bined to form a single fused score. It is commonly used in
CMBA systems as the matching score can be easily obtained
and it provides sufficient discrimination information to dis-
tinguish a genuine user from impostors [40], [47]. Within
the score level fusion mechanism, each modality operates
independently; hence additional biometric modalities can be
incorporated in the authentication system by simply adding a
modality [51]. The most widely used technique in score level
fusion is weighted sum rule which gives different weights on
each modality scores depending on its success and accuracy
of authentication when the resulting scores from each modal-
ity are combined [20], [23], [30]. Quality-based score level
fusion is suggested, which uses quality information of the
original features to then determine each modality’s weight
to compute a single score in order to improve authentication
performance [41]. Experiments reveal that including quality
information results in better performance in comparison to
fusion scores without quality information.

The second dominant fusion scheme used in CMBA
systems is feature level fusion which combines different

features extracted from raw biometric data into a single
template [7], [47]. This process can eliminate noise in
the raw biometric data, thus potentially improving authen-
tication recognition [47]. Feature level fusion allows the
de-identification of images and feature sets by generating
a new biometric image or feature set for authentication
which can also obscure the identity of the original biometric
image [49], [53]. However, due to the high-dimensionality of
data, feature level fusion generates a higher-computational
load [51]. To ameliorate this effect, the Random For-
est Ensemble Classifier (RFEC) is used to deal with
high-dimensional features and handle high variance data [55].
Furthermore, high-dimensionality is also addressed by the
2-Dimensional Winner-Takes-All Hashing (2DWTA) [47].

Decision level fusion is similar to score level fusion, but it
converts the score into a match or non-match result before the
fusion [7]. Recognition results are classified into either accept
or reject which is more convenient and relatively easier to
fuse without recreating the detection algorithm to determine
the fusion level’s authentication results [21].

Rank level fusion treats the system’s output as a ranking of
the enrolled user identities [63]. The set of possible matching
identities is sorted in descending order of confidence to derive
a consensus rank for each identity [46]. Ranks are then used
in the decision-making process to identify the best match. The
ranking output generated from multiple biometric systems
is comparable and thus normalization of each classification
result in score level fusion is not required [63]. This makes
rank level fusion simpler than score level fusion and it con-
sumes less processing time than feature level fusion [46].

Several of the surveyed papers attempt to find the
optimal fusion level by comparing their performance in
order to maximize the authentication system’s perfor-
mance [33], [35], [52]. Comparisons between score level
and feature level for swipe gestures and phone movement
patterns shows that feature level fusion outperforms score
level (93.33% and 89.31% respectively) [35]. However, score
level (EER = 0.69%) indicated better performance than
feature level fusion (EER = 2.81%) with voice and face
feature datasets [52]. Two major differences between two
studies [35], [52] are the biometric traits they have combined,
and the classification algorithm used. This leads to an inter-
pretation that the accuracy and performance of the fusion
level could significantly vary depending on the biometric
traits and classification algorithm considered by the system.

Two approaches compared using fingerprints and ECG
with the Convolutional Neural Network (CNN) model [33].
In this referenced work, decision level fusion follows a
sequential pattern, beginning with ECG authentication, pro-
ceeded by fingerprint authentication. For feature level fusion,
a parallel system extracts a feature vector from the ECG
image and fingerprint image, and then it combines both vec-
tors to create a new feature vector to represent the presented
identity. The results reveal that the sequential system based on
decision level performs better than the parallel system based
on feature level in terms of the recognition accuracy rate, but
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at the cost of an increased computation time. As there is no
further discussion, investigating the reasons behind the find-
ing could give more insights into whether a system structure
such as parallel or sequential recognition could impact the
accuracy of authentication performance.

Score level fusion is the most common (and preferred)
fusion technique as implementations are readily available and
it provides good discriminatory performance to distinguish
between a genuine user and an imposter [9], [51]. However,
there is a lack of discussion as to whether score level fusion
provides the highest performance among different fusion
levels (sample, feature, score and rank). Depending on the
platform, the target system – such as computer, mobile or
wearable, and combined biometric traits, different fusion
levels could provide different performance results [35], [52].
Therefore, a major recommendation for future studies is to
conduct performance comparisons among different fusion
levels to gain insight into how to fuse biometric data to
optimize the authentication system’s accuracy.

D. PERFORMANCE EVALUATION
Various metrics have been used to evaluate the proposed
authentication systems (Table 5). The evaluation criteria most
used is the accuracy of the authentication system. Among
various performance indicators, false acceptance rate (FAR),
false rejection rate (FRR), and equal error rate (ERR) are pre-
dominant. FAR indicates whether the model is good at block-
ing illegal access [12] by calculating the ratio of the false
acceptance rate to the total number of acceptances [28], [41].
FRR calculates the ratio of the valid users who should be
authentic to the system but are still rejected [7], [54]. EER is
the error rate at which both FAR and FRR are equal [56]. EER
is also widely used together with FAR and FRR to measure
biometric systems [7].

False Match Rate (FMR) and False Non-Match Rate
(FNMR) are another set of performance measures widely
used to evaluate biometric systems [23]. FMR measures the
probability of incorrectly authenticating a non-legitimate user
as a legitimate user, while FNMR calculates the probability
of the system wrongly rejecting legitimate users [50]. How-
ever, only Sahayini and Manikandan [50] solely use FMR
and FNMR to evaluate their proposed CMBA system. Aver-
age Number of Genuine Action (ANGA) and the Average
Number of Imposter Actions (ANIA) are introduced as new
performance measures, the authors claiming that FMR and
FNMR are no longer valid for a continuous biometric authen-
tication system [23]. To continuously authenticate users, each
separate action performed by a user should be considered
in the imposter detection process in as few actions as pos-
sible [20], [23], [24].

As there is no unified standard for performance met-
rics, it is difficult to determine which performance indicator
provides reliable accuracy results for evaluation of CMBA
systems’ performance. Therefore, discussion of different per-
formance indicators used in the literature is warranted as a

starting point to construct the unified accuracy performance
metrics for a continuous biometric authentication system.

Scalability is the system’s ability to ensure that there
is no impact on its performance regardless of the system
size [64]. A system’s scalability is critical to its long-term suc-
cess [65] since the number of users may vary over time [64].
Fridman et al. [21] measured the scalability of a CMBA
system by comparing the first authentication time taken with
system loads of between ten users and sixty-seven users. The
authentication performance time increased with sixty-seven
users compared to ten users, but it was not significant; hence,
the system measured may be scalable in a closed world
environment [21]. A caveat though is the performance was
compared only for the first authentication time; it is unclear
and unlikely as to whether scalability is guaranteed for
continuous authentication where repeated measurements are
required. Different indicators (packet delivery ratio, through-
put, end-to-end delay, overhead cost, communication latency)
are examined by comparing a new proposed authentication
method and existing, classical methods [53]. Increasing the
number of sensors from 20 to 120 shows there is a reduction
in communication overheads, end-to-end delay, and delivery
ratio for the proposed method [53]. However, the evaluation
is focused on the system’s efficiency, not scalability, so it
could not conclude that the proposed method is scalable.
A continuous authentication system should be flexible and
scalable enough to accommodate new user addition and dele-
tion for authentication [64]. As there is a dynamic change in
the number of registered users over time, and such systems
requires re-verification of active users repeatedly, the defined
user base and active user load should not affect system
authentication performance [1], [4]. Despite its importance,
the feasibility of CMBA scalability has not been addressed in
real-world deployments. Therefore, studies exploring scala-
bility are needed to fill the gap.

Survey works [21], [39], [44], [47], [53] consider potential
security threats. Possessing a multimodal biometric authenti-
cation system would harden the host system against authen-
tication spoofing; if one biometric modality is compromised,
additional biometric modalities will increase the authentica-
tion confidence [21], [39]. A trust model, which calculates
the confidence level, whether a user is genuine or not, can
protect the system when an attacker accesses the device [44].
The device confidence however is reduced and may still
meet predefined confidence thresholds when the attacker can
generate a biometric sample continuously, especially if they
only have to satisfy one biometric modality. There is also a
chance that the communication between two authentication
parties is conducted through an unsafe channel [53]. Apply-
ing cryptographic protocols between system communication
channels could help secure the system against Denial-Of-
Service (DoS) attacks, node compromise attacks, and repu-
diation attacks [53]. There is also a possibility that devices
can be stolen, lost, or shared among a group of individuals.
Therefore, it is also essential to measure whether the system
can secure devices when they are lost, stolen, and shared [38].
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TABLE 5. The performance method used for evaluating each of the proposed authentication systems.

Multimodal biometric authentication systems can secure the
owner’s sensitive resources against an imposter, whether they
are an adversary, family member or co-worker [38]. The
reliability of a feature template is worthy of further inves-
tigation because user authentication is based on the tem-
plate [47]. However, a key challenge that remains unsolved
that is a well-known public concern is the privacy of biometric
data, which can reveal sensitive information about the user,

specifically if this data is not locally stored or the computa-
tions are outsourced to a third party [3].

Usability for an authentication system is defined as the
degree to which legitimate users can operate or perform
particular tasks with an acceptable level of satisfaction,
effectively and efficiency [66]. Therefore, usability can
be measured by testing one or more constituent factors,
including effectiveness, efficiency, and user satisfaction [32].
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FIGURE 6. The frequency of the fusion level used in the multimodal
biometric authentication system.

Effectiveness is defined as the user’s ability to success-
fully achieve operational goals. Efficiency is described as
when a user can perform a particular task within an accept-
able time frame successfully. Satisfaction simply measures
a user’s overall perception and acceptance of the authenti-
cation processes of the operating system [66]. In terms of
efficiency of the authentication system, various time metrics
are measured, including the detection latency of imposters
(i.e., running time for decision making) [29], [36], [38], [39],
communications [29], [38], [53], and computational laten-
cies [38]. Operating costs are also measured, such as CPU
usage [29], [38], [45], memory usage [45], data storage
usage [45], packet delivery ratio [53], throughput [53], bat-
tery usage [38], and overhead cost [38], [53]. In terms of
effectiveness, the system’s ability to perform identity recog-
nition is evaluated [22], [32], [44]. There are attempts to
evaluate the usability of the system through questionnaires
administered to users [29], [34]. These studies can reveal
the user satisfaction and acceptance of the system, including
whether they are satisfied with providing biometric informa-
tion for authentication. There is a considerable focus on new
multimodal biometric authentication technologies, but the
number and scope of usability studies are limited. An analysis
of user’s satisfaction and acceptance provides the necessary
information to improve the user’s multibiometric authentica-
tion experience [67], but there is still a lack of in-depth dis-
cussion. Therefore, there is a requirement to further explore
users’ experiences on CMBA systems for successful prac-
tical deployment. Furthermore, it is crucial to consider the
trade-off between security and usability to design the CMBA
system by observing the window time for authentication,
which is missing in the current knowledge body [29], [30].

E. NUMBER OF USERS AND DATASETS
The majority of the researchers surveyed use privately gen-
erated data from volunteers, while 26% of papers use public
datasets (Fig. 7). The disadvantages of using a private dataset
are: 1) most of the data is collected in a controlled environ-
ment (e.g., a specific task was given while collecting the data)
and 2) the majority of the participants are university students
or staff who are familiar with the use of the system. Therefore,

FIGURE 7. The type of the dataset used in the paper (public dataset,
private dataset, virtual dataset and other).

such experimentsmay be irreproducible and unable to be used
for further analysis by other interested researchers [12].

In papers surveyed, with the number of test users ranging
from two users to six hundred users, Crawford, et al. [44]
have the least number of users using virtual data to generate
two virtual users to simulate a designed scenario (owner and
attacker). In contrast, Monwar, et al. [25] have the largest
number of users by combining a dataset attained from a public
database. Murphy, et al. [26] have the highest number of
users (103 participants) among the papers which use a private
dataset and the longest data collection period (two and half
years).

Many studies created a heterogeneous matrix (e.g., FAR,
FRR, EER, FRM, etcetera) to evaluate the system’s accu-
racy when considering performance evaluation. Even though
accuracy measurement techniques vary amongst different
papers, real usage statistics and measurement methodologies
also differ. In addition, in terms of repeatability and true
comparison of performance, performance across different
systems evaluated would differ as most of the systems in
papers surveyed are under bespoke, domain-specific control
environments with short time durations used for predeter-
mined tasks that are performed during the evaluation [1].
Ideally, for more robust comparisons and accurate insights
in the reported performance for each CMBA system, exten-
sible evaluation should be conducted with longer session
times and interval sessions without artificial restrictions and
constraints.

VI. FINDING AND DISCUSSION
This section summarizes and discusses the findings from
section 5. To explore the design and evaluation approaches
implemented in a CMBA system, a research question and
five subcomponents are developed, and a systematic review
is undertaken to explore these questions.
Research Question: How are continuous multimodal bio-

metric authentication systems designed, implemented, and
evaluated?

There is a large variability in the operational platforms
that utilise a CMBA system. Broad platform types include
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computers (PC and laptop), mobile phones, wearable devices,
IoT devices, and the network/communication infrastructure.
This variation impacts the underlying authentication tech-
niques that can be deployed thus subsequently the perfor-
mance that can be achieved.

Multimodal biometrics authentication systems are proven
to more secure than single modal biometrics authentication
systems; however, there is no clear proven defining process
on choosing which biometric traits are used in a system,
and there is a lack of discussion on how many modalities
should be used to optimise system performance. The litera-
ture surveyed does not consider using three or more biometric
traits for CMBA systems possibly due to the complexity of
the structure and feature matching process [68]. Using more
than three modalities with adaptive mechanisms that consider
localised criteria based on the local domain or specific plat-
forms could open new areas of research in CMBA system.
Sub-Research Question 1: What are biometric cues used?
It is found that studies have employed a variety of bio-

metric characteristics: behavioural only, physiological only
and both, with soft biometrics (e.g., skin colour). Behavioural
biometric combination is preferred in contrast to other com-
binations (physiological only or both) as it allows continuous
and non-intrusive authentication mechanisms at low imple-
mentation cost. Comparative analysis between a single modal
system and multimodal systems is very convincing that using
multimodal biometrics provide more effective and accurate
authentication systems; however, there are no comparative
discussions in the studies that inform which combination of
biometric types (e.g., fusion of behavioural and physiological
cue vs fusion of behavioural cues only) is the most efficient
and effective for a continuous authentication system. This fur-
ther highlights the need for the comparative analysis between
the different combination of biometric types.

Literature shows the possibility of various biometric types
as authentication factors, but they have not fully addressed
potential challenges of using selected biometric cues and
what mitigations are needed to minimise the challenges. For
example, surveyed literature reports of the challenges in face
recognition such as illumination or angles [11], [34], [58],
but they have not discussed the effects of aging. Additionally,
fingerprint-based authentication is vulnerable to presentation
attacks (the presentation of a fraudulent sample such as a
fake biometric sample) [69], but there is no discussion in
the literature as to how this can be detected and prevented
in CMBA systems.

Authenticators of CMBA systems tend to be biased in
selecting common biometric traits such as keystroke, face
and fingerprints without considering further exploration on
other biometric cues such as BVP, EGG or ECG signals.
This is unfortunate as inclusion of these traits result in higher
classification accuracy and efficiency [69], [70]. Therefore,
detailed discussion on the vulnerabilities of biometric traits
and remedies to minimise their impact on the overall system
should be considered further. More exploration on various
biometric traits is needed to give insight on how to choose

the most appropriate biometric combinations based on the
domain’s application or purpose [71].
Sub-Research Question 2: What are classification algo-

rithms used?
When considering the classification algorithm used, super-

vised machine learning algorithms (k-NN, NB, Random
Forest) are more common and focused on continuous multi-
modal biometric authentication systems, as these algorithms
tend to be more accurate than unsupervised learning tech-
niques. Considering the limitations in supervised learning
approaches (e.g., over-training issues), other machine learn-
ing approaches (unsupervised, semi-supervised) could have
the potential to be used in continuous authentication sys-
tems; however, this potential has not been explored thor-
oughly – even though the efficacy of these approaches are
recognized [30]. Therefore, more exploration of unsupervised
learning and semi-supervised learning in continuous authen-
tication systems is required.
Sub-Research Question 3: How are different modalities

fused?
Score level fusion, which combines modality scores to

form a single fused score, is most commonly used in CMBA
systems due to convenience and simplicity. Even though there
are comparative studies on system performance between
score level fusion and feature level fusion, it is unclear
whether score level fusion is better than feature level fusion.
This is because the identified studies surveyed use differ-
ent biometric traits and classification algorithms. The per-
formance of the different fusion levels adopted could vary
depending on the platform (e.g., mobile, wearable devices
and more) and system architecture (e.g., biometric traits com-
bined, and classification methods). Therefore, an exploration
of the performance comparisons between different fusion lev-
els under standardised, similar platforms and system architec-
tures to gain insights into the best continuous authentication
system’s fusion method is warranted.
Sub-Research Question 4: What are the measures used to

evaluate the performance of the authentication system?
Various metrics are used to evaluate the proposed CMBA

systems. Most of the studies are focused on the evaluation
of the system’s recognition accuracy. FAR, FRR, and ERR
are the predominant performance indicators used. As there
is no unified standard to evaluate the accuracy of a biometric
authentication system, it is very difficult to determinewhether
the system’s performance indicators provide reliable results.

There are attempts to evaluate the security of a system
under attack scenarios or threat models. However, the secu-
rity evaluation scope is still limited as the reliability of a
feature template and privacy implications of biometric data
are neglected. Scalability and user acceptance and satisfac-
tion are missing in most of the literature surveyed, even
though these are important factors to ensure the system’s
feasibility under real-world deployments. Therefore, there is
a need for future studies to explore scalability and usability,
and in particular to include user acceptance and satisfaction
measures.
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Supervised machine learning algorithms require sufficient
training data to achieve good classification results, but this
can also result in overfitting [71]. As the most of the surveyed
literature focuses on the recognition accuracy of CMBA sys-
tems, there is a lack of discussion on the effective training
data size needed. The requirement of capturing supervised
training data over a large time period could lower a user’s
satisfaction (and efficiency) experience; hence discussion on
effective training data sizes and user experience should be
explored in the future.

It is important to determine the window time of the authen-
tication process in a CMBA system so that the system can
ensure the accuracy of the authentication while optimising
its operation costs [30]. However, the authentication window
time is neglected in the majority of studies. Therefore, further
evaluation to find effective observational window time should
be considered to ensure the effectiveness of a CMBA system.
Sub-Research Question 5: What is the dataset used to

evaluate the performance?
Private datasets are widely used to evaluate systems, but

most of the data is collected under controlled, domain-
specific environments, and the majority of the participants in
the experiments are university students or staff. Therefore,
a limitation is that the results obtained from these exper-
iments could not reflect reality as they have an inherent
selection bias (e.g., such participants may have higher IT
skills or experience compared to other demographic groups).
Additionally, the data is collected in short session dura-
tions; hence, it could not reflect whether the system can
effectively and continuously authenticate users for long-
term periods, especially if biometric data is used that can
change over time (for example, face recognition). There-
fore, it is necessary to conduct extensible evaluations with
longer participation times under less-controlled/real-world
environments to gain more accurate insights into these
systems.

VII. CONCLUSION
Continuous multimodal biometric authentication (CMBA)
systems promise more accurate and potentially less intrusive
authentication mechanisms in contrast to single biometric
authentication systems. We have analysed the current liter-
ature on CMBA systems to provide an insight on the state
of the art on such systems and identify the corresponding
research challenges and future directions. We expect this
work can serve as a map to foster research advancements
on the topic. Combining behavioural biometrics is preferred
rather than physiological biometrics alone due to the low
implementation cost and non-intrusive collection of such
biometric data. As there is little or no discussion about
system performance among the different combinations of
biometric types (e.g. behavioural biometrics only, physio-
logical biometrics only, or combination of behavioural and
physiological biometrics), a comparative analysis of differ-
ent biometric feature fusion techniques is worthy for further
research. Indeed, the choice of biometric traits included in

CMBA systems is still limited to common traits, and there is
no broader exploration on inclusion of other biometrics such
as ECG and BVG. Supervised machine learning techniques
are the predominant classification techniques in CMBA sys-
tems. The choice of supervised and unsupervised machine
learning is based on the training data volume and the use
of specific authentication system. There are no comparative
studies on the two approaches under the same multimodal
biometric authentication system; hence it is still an open
question of which method provides better performance for
continuous authentication. Semi-supervised learning tech-
niques are introduced, but studies using a semi-supervised
learning algorithm are limited at present. Score level fusion
is the most common and preferred fusion method due to its
simplicity and adaptability. However, its performance has
yet to be compared with other fusion levels (sample, fea-
ture and rank). CMBA systems’ evaluation are focused on
the accuracy of authentication; hence scalability, security,
and usability of a system are revealed to have a lack of
discussion in the literature even though these are crucial
factors to determine the success of CMBA system imple-
mentation. The observational window time is crucial for a
CMBA system as it impacts on usability and accuracy of
the system [30], Therefore, more investigation is required to
find acceptable window time for continuous authentication in
practical applications, which is neglected in the most of the
literature. Furthermore, these requirements should be evalu-
ated extensively on real data to prove that CMBA systems are
viable.

It is proven that systems that use continuous multimodal
biometrics are more effective and secure than a system that
employs a single modal biometric authentication system.
However, there is no discussion with respect to system perfor-
mance optimisation on the number of biometric traits adopted
in the system. In future work, it would be beneficial to explore
different biometric modalities (in particular consider three
or more biometric modalities) and adaptively select different
combinations of these biometric modalities depending on the
authentication domain to improve the authentication system’s
usability and effectiveness.

This systematic review is believed to be comprehensive
as it sources several leading publication databases, and it
follows the Joanna Briggs Institute Reviewer’s Manual [14]
and PRISMA guideline [13]. However, the study focuses on
continuous multimodal biometric authentication and articles
written in English within a limited multi-year time period due
to the requirement of narrowing scope and providing a com-
prehensive overview of the literature surveyed. It is possible
that publications in other languages may have been omitted.
Additionally, biometric authentication systems which may
have been developed outside of this study’s scope, such as
static multimodal biometric systems or continuous unimodal
biometric systems are omitted.

APPENDIX
See Table 6.
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TABLE 6. List of thirty-nine (39) articles included in the systematic review.
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TABLE 6. (Continued.) List of thirty-nine (39) articles included in the systematic review.
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