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Abstract. Studies of reputation and trust in multi-agent systems so far
have been concentrated on individual reputation. In many applications,
agents need to form groups to provide services. Reputations of agent
groups and individuals are mutually influenced due to the fact that they
can either use these reputation of their groups or individuals to establish
interactions. In multi-agent systems research, most reputation models
have been constructed to capture individual reputation based on direct
evidence. This paper proposes a computational model for inferring repu-
tations and contributions of members in agent groups. We argue that the
proposed model can be used as an estimation for individual reputation
when such information is not available, and is suitable for distributed
environments.
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1 Introduction

Trust is considered as an essential tool for selecting interaction partners in multi-
agent systems (MASs). It has received great attention from the community of
MASs research recently. Trust also is a subjective evaluation of a target for the
fulfilment of a specific goal. It can help reducing the uncertainty of a relationship,
and promoting robustness and vitality of diverse social interactions (Sabater and
Sierra 2001a).

In the past decade, a number of researchers have sought to determine different
aspects of trust in MASs (Ramchurn et al. 2004, Castelfranchi and Falcone 2010,
Han et al. 2013). Most studies on trust evaluation utilize direct experience,
references and ratings to measure trustworthiness of agents. However, in many
situations, it is difficult to reason about the trustworthiness of an agent when the
ratings are not directly assigned to it. For example, a service S can be comprised
of a number of sub-services, which are provided by different agents, respectively.
A consumer then rates S as a whole without providing quality information of
sub-services. Namely, all agents which are in charge of sub-services will not
be evaluated individually. However, if the trustworthiness of individual agents
can be reasoned, it can contribute to the future agent selections, especially in



distributed environments where agents are assumed to be limited computational
capability and must cooperate to solve complex problems.

In this paper, we introduce an evidence-based trust distribution model for
determining trustworthiness of individual members in agent groups. Different
from traditional approaches, here the trustworthiness is derived from the rating
of groups and historical records (evidence) maintained by individual agents. The
model is an extended version of individual trust evaluation and can be applied
in either dynamic distributed or centralized environments.

The rest of this paper is organized as follows. First, we briefly mention the
related work in Section 2. The description of the trust distribution model in
group member are presented in Section 3. The details of the experiments and
results are described in Section 4. Finally, the paper is concluded and future
work is outlined in Section 5.

2 Background and Related Work

A number of researchers have sought to determine different aspects of trust in
MASs. Many studies have borrowed methods from different disciplines to build
trust models representing, tracking and analyzing trust information in MASs.
For example, Beta reputation system (Josang 2002) models trust as expectation,
and uses beta distribution function to model the trust value of agent. Regret
model (Sabater and Sierra 2001a) defines reputation as the “opinion or view
of one about something”, DiffTrust (Fang et al. 2013) adopts diffusion concept
to capture the subjectivity and dependency of trust and surrounding environ-
ment. Most of these models focus on evaluating the trustworthiness based on
direct rating records of individuals, which cannot be satisfied when services are
provided by groups of agents.

The FIRE model (Huynh et al. 2006) covers some limitations of the above
trust models. It is an integrated trust model which assumed all agents are honest
and willing to share the information. FIRE combines four evaluation methods,
i.e., direct experience, witness information, role-based rules and third party refer-
ence (certified reputation model). Its advantages are to allow a variety of sources
of trust information to be integrated to provide a collective trust measure for an
agent. It can be either apply for centralized or distributed environments since
each agent stores and maintain their own reputation (CR model)(Huynh et al.
2006). However, this approach does not fit in our problem to infer group mem-
bers’ trustworthiness due to following reasons. Firstly, we assume that group con-
tains no information about agent contribution and relationship between mem-
bers. It means we cannot apply role-based rules and third party reference on
this agent. Secondly, FIRE is not suitable for some applications, especially when
agents have dynamic behaviors or performances in providing different services.

Halberstadt and Mui (2001) investigate reputation of agent groups in terms
of interaction of different strategic agents, i.e., cooperate, defect, tit-for-tat and
reputation tit-for-tat. This approach assumes that an individual agent belongs
to a primary group and all groups in nodes higher in the group hierarchy. The



approach applies repeated prisoner’s dilemma encounters to randomly selected
pairs of agents. The experimental results show that group reputation can help
agents choose an appropriate course of action when interacting with another
unknown agent. The paper is more about how to use the reputation value of
a group to reason about future interactions rather than infer about individual
agents’ trustworthiness.

Jiang and Bai (2013a, 2013b) propose a provenance-based trust estimation
approach for service compositions. The approach predicts trustworthiness of po-
tential composite services through analyzing historical provenance information
which is stored in a centralized database. This work somehow solves the prob-
lem of how to reason about group trust, and can handle the dynamics in service
compositions. However, it cannot be applied in distributed environments.

It can be seen that the distribution of trust over group members is uncovered
question that consists of many issues. For example, a group which receives a bad
rating, how this rating can be distributed over the members. The problem is more
difficult if some group member disagrees with the distribution because he believes
his performance was good. Hereafter, our paper will discuss the distribution of
trust for group member with evidence-based approach. We develop a new process
of obtaining information for trust evaluation through analysing relevant history
records. This process addresses the shortage of witness reputation for members,
provide a method to rate members while diminishing conflicts of individuals’
interest. From empirical evaluation, it is shown that the model awards more for
agents with better evidence and it is also robust against bias rating attack.

3 Evidence-based Trust Distribution

In our approach, we suppose that a multi-agent system (MAS) contains a num-
ber of agents. Each agent provides only one particular type of service, and need
to form groups to satisfy the requests from service consumers (i.e., provide com-
posite service). Individual agents maintain the historical record of previous com-
posite services they participated. In addition, each agent can join one group at
a time. Fig. 1 demonstrates the proposed system model including consumers,
composite services and agents with their database.

In this section, we firstly introduce some important definitions used in the
proposed approach. Then, the rating and trust allocation mechanisms are ex-
plained in details.

3.1 Definitions

Definition 1. Trustee is an agent who provides a service. A trustee agent is
denoted as ai, and can be represented as a 3-tuple: ai = (sti, ti, Hi). sti is the
service type ai can provide; ti is the trust value of ai (see Definition 2); and Hi

is the historical record of ai (see Definition 5).



Fig. 1. Composite service (or group) and rating model

Definition 2. The trust value ti represents the trustworthiness of trustee ai. ti
is a real number between 0 and 1 (i.e., 0 ≤ ti ≤ 1), in which 0 and 1 stand for
the most untrustworthy and the most trustworthy values, respectively.

Definition 3. An agent group G is a set of agents, i.e., G = {ai}. G provides a
composite service which is the combination of {si}. The term “composite service”
or group can be used interchangeably.

The formation of an agent group is based on two criteria. Firstly, the group
member selections are based on the required functionalities of the composite
service. Secondly, for members which can provide a same functionality, the one
with highest trust value (i.e., ti) will be selected in the group. For example, Table
1 lists available agents of three types of services m, n, and p. A group is formed
with these types of services and need to select its members. For stm : a1, a2, a3 are
possible options and a3 is selected because a3 has largest trust value (t3 = 0.9).
Similarly, a4 and a6 are selected to form group G(a3, a4, a6).

Table 1. Example of group member selection

stm stn stm
a1(t1 = 0.8) a4(t4 = 0.3) a5(t5 = 0.2)

a2(t2 = 0.6) a6(t6 = 0.8)

a3(t3 = 0.9)

Member selection a3 a4 a6

Definition 4. RGi
is the rating of a group Gi. It is a real number between 0

and 1, in which 0 stands for most unsatisfied and 1 stands for fully satisfied.

To reduce the complexity of the model, here, we define RGi
as a single value.

Obviously, multi-dimensional values can also be used for representing ratings,
e.g., quality, delivery or any other criteria defined by users. However, due to the



assumptions adopted in this paper, there is no information about the propor-
tional contribution of each member and inner structures of group, thus, will be
unreasonable to say who contributes the most to the quality or delivery.

Definition 5. The historical record Hi of agent ai is a set of potential evidence,
i.e., Hi = {pei1 , pei2 , pei3}, which can be used for supporting agents to get reward
from groups. Each potential evidence peij records a previous composite service
ai once participated. peij can be represented as a 2-tuple: peij = (Gj , RGj ),
where Gj is an agent group ai once participated, and RGj

is the rating of Gj in
providing the service. The historical record of each agent is maintained by the
agent itself.

Definition 6. The similarity between two groups Gi and Gj, i.e. Sim(Gi, Gj)
is the degree of common features between two groups Gi and Gj. In this paper,
we define the similarity of two groups as the ratio between common services types
and the union services of two groups. Fig. 2 demonstrates the overlap section for
the common services.

Fig. 2. Sets similarity from common features

Definition 7. The evidence trust (i.e. et), of agentai is average rating value of
all potential evidence provided by ai for supporting itself to obtain reward from
a group. The evidence trust of agent ai to group G is denoted as et(G, ai).

3.2 The rating protocol

In the proposed approach, trust information is stored in individual agents. The
information can be shared with other agents in the same group for trust evalu-
ation. The rating protocol can be summarized as below:

1. A consumer C (truster) makes a request to a provider (agent B). B then
needs to form a group - as it cannot provide the service individually, and
needs to include relevant agents which can provide required functionalities.

2. B forms an agent group G by selecting members according to the required
functionality and current reputation values of available agents.

3. After each transaction, B asks each member in G (e.g., ai) to provide n po-
tential evidence (pei), which can support it receiving the maximum reward,
from its historical records (Hi).



4. B uses evidence Hi combined with the actual rating of this group to rate its
member ai. The ratings reward more for agents with better evidence.

5. Agent ai receives the certified ratings from B, and uses this value to update
its reputation with some trust evaluation method defined by system.

This rating mechanism can be easily adapted with existing trust management
systems to evaluate the trustworthiness of every agents. Especially, when a group
has only one member, it then turns out to be a traditional trust evaluation
problem. The process of how B rates its group members (step 4) will be discussed
in Subsection 3.3.

3.3 Trust allocation for group members

The trust allocation process in the approach is illustrated in Fig. 3. The process
consists of 3 modules:

1. The similarity evaluation module: is in charge of retrieving similar groups
from Hi based on similarity threshold.

2. The evidence trust evaluation module: use evidence provided by ai to measure
evidence trust value.

3. The rating allocation module: actual rating of group will be combined with
above information to give the rating to agent ai.

Fig. 3. Proposed rating allocation model

Due to the assumption that each group contains only information about the
members and group rating. It is hard to account for who is the main contribution
of the service or who caused the failure of the service. For example, if a group
receives a rating of 0.6, it is the overall rating for the quality of service. However,
each agent in group could perform better or worse than that value. The dissension



may occur if we try to use the rating value of group for members. In order to solve
the problem, we adopt evidence-based approach to support our rating scheme.

We consider each group as a set of agents. We realize that the performance
of an agent can somehow be reflected in other composite services that are simi-
lar to current service. For example, if a company used to manufacture cameras
for iPhone 5s, it can be expected to produce a good camera for other cellphone
brands too. In this case, the general rating of iPhone is taken into account to
assess the camera manufacturer. This also lies in the fact that the rating for com-
posite services sometimes means the rating for their components in general. It
is known as the ontological dimension in REGRET model (Sabater and Falcone
2001a, 2001b) that agents can share to understand other’s ratings (e.g. a good
phone might imply good build quality, but may imply good quality of talking
service). We realize that it is possible to get the correlation between two services
based on their common elements with group rating.

Services similarity calculation: There are several solutions for set similarity
estimation by extracting advanced set features. To reduce the complexity of this
model, this paper adopts Jaccard similarity (Jaccard coefficient) (Xiao et al.
2009) based on common services types between two groups as Equation 1.

Sim(Gi, Gj) =
|Gi ∩Gj |
|Gi ∪Gj |

(1)

In Equation 1, Sim(Gi, Gj) has value between 0 and 1 (0 ≤ Simi(Gi, Gj) ≤ 1).
0 means two groups have no common member and 1 means two groups have
exactly the same combination of members. Fig. 2 shows the Venn diagram of
the similarity between Gi and Gj .

The average similarity between the evidences extracted (groups) from ai and
the current group G can be calculated by using Equation 2.

Sim(ai) =

k∑
j=1

Sim(G,Gij)

k
(2)

, where k is the number of evidences provided by ai, Gij is an evidence from Hi.
The mean evidence similarity of group G can be calculated by using Equation
3.

Sim(G) =

n∑
j=1

Sim(ai)

n
(3)

, where n is the number of members and ai is a member in G.

Trust distribution: The received rating of group G will be distributed to each
member via the following steps. Firstly, each member ai extracts top k records
(potential evidences) with most similar group compositions with the current
group from its Hi. The evidence trust (see Definition 7) of the ai in G depends



on the ratings of similar groups containing ai. Evidence trust is calculated as
the weighted mean of all the ratings available:

et(G, ai) =

∑
Gi∈Hi

rGi

k
(4)

In the above equation, et(G, ai) is the evidence trust of group G on agent ai and
k is the number of groups of Hi satisfying the similarity threshold. In case that
there are no evidence in Hi satisfied the threshold condition, the evidence trust
of ai to G is 0.

The rating of the current group can be considered as the average rating
for each agent to refer. The actual rating of this group to its member should
be some value between expected rating and group rating. It means that if the
group rating is lower than the expected rating of a member, then it should be
reduced, otherwise, the expected rating will be increase. This is also reasonable in
terms of dispute because all the evidence that an agent can provide has already
considered in similarity and reliability functions. An agent is not allowed to
cite other groups’ rating, which are not relevant to the current group. We so
develop an equation satisfying those condition that it will give better reward (or
protection) for member with better evidence and likewise.

The rating allocation for each ai in a group can be calculated by using Equa-
tion 5.

R(G, ai) =

{
r + (Sim(ai)− Sim(G)).(et− r) if et ≥ r .

et + (Sim(ai)− Sim(G)).(r − et) if et < r
(5)

In Equation 5, r and et is the referenced value for adjusting rating to each
member. Fig. 4 illustrates the case (et − r > 0), rating of G to ai converges
to actual rating (r = 0.5) of group if their similarity closed to group average
similarity. The similar result can be achieved when evidence trust gets closer to
group rating r.

Fig. 4. Rating converges to real group rating when ai reaches the means similarity



An example of rating calculation for ai is shown in Table 2. In this table,
Gi1, Gi2, Gi3 are extracted from Hi with the group ratings are 0.8, 0.75 and 0.9
respectively. The similarity evaluation module gives them 1.0, 0.6 and 0.6. From
these figures, Equation 2 and 4 gives 0.733 and 0.816 for Sim(ai) and et(G, ai).
Finally, Equation 5 gives the rating of 0.827 for ai.

Table 2. Example of similarity and evidence trust for rating ai

Group Gi1 Gi2 Gi3

Group rating rGi 0.8 0.75 0.9

Sim(G,Gij) 1.0 0.6 0.6

et(G, ai) 0.816

Sim(ai) 0.733

Sim(G) 0.6

r 0.9

R(G, ai) 0.827

Proposition 1. Equation 5 not only keeps R(g, ai) in the interval of [0,max(et, r)]
but also reward more for agent with better evidence.

Proof (of proposition). From Equation 1, 2, and 3
∵ |Sim(ai)| ≤ 1 and |(Sim(G))| ≤ 1 ∴ |Sim(ai)− (Sim)(G)| ≤ 1
Case et ≥ r then R(g, ai) = r + (Sim(ai)− Sim(G)).(et− r)

≤ r + 1.(etr) = et
Case et < r then R(g, ai) = et + (Sim(ai)− Sim(G)).(r − et)

≤ et + 1.(ret) = r.
∴ R(G, ai) ≤ max(et, r). ut

When Sim(ai) > Sim(G), it means ai has more experience on similar groups
compared to average members. If (r > et) (rating value is larger than evidence
trust), then we can see ai is rewarded a rating that more than group rating et
but less than r. In contrast, r < et results in a decrease in rating.

When Sim(ai) < Sim(G), it means ai has less experience on similar groups.
If (r > et) (rating value is larger than evidence trust), then we can see ai deserves
a rating less than et. While r < et results in a decrease in rating but less than
r (i.e. get punished).

4 Experiment and Results

Some experiments have been conducted to evaluate the proposed approach. In
the experiments, we compared our approach with a probability-based approach
such as CR model (Huynh et al. 2006). We assume that agents act honestly and
all consumer ratings are unbiased. With these assumptions, the better perfor-
mance is the one which have less variation in the trust measurements while still
can update the with the trend of performance.



In order to compare these two approaches, we firstly need to translate the
selected reputation system to be able to rate group members and one of the
possible options is to assign all the group members the same rating value with
the rating of theirs groups. Secondly, the rating scales also need to be normalized.
The trust value calculation for each agent will be the same for both approaches.

4.1 Experiment setup:

For simplicity, we implement probability-based approach that gives members
the same ratings with attending group. Meanwhile, our approach uses Equation
5 to rating group members. Our groups have a similarity threshold for agents
to select relevant groups from database. We created 10 services types and 30
different agents initiated with various trust values (low, medium, high) providing
these services. Each agent has 0 or more transactions in history records.

4.2 Experiment result:

We conduct experiments on simulation data to verify the effectiveness of our
model and compare with a probability-based trust evaluation approach. At the
initial phase, all agents have no transaction records. It means the similarity
between groups is zero and the rating of evidence-based trust is similar with
probability-based rating. However, after reaching stable state, evidence-based
rating gives additional adjustment for agent’s ratings as shown in following ex-
periments.

Fig. 5 illustrates how evidence-based trust harmonize group rating with agent
profile. In this experiment, an agent was built with good reputation profile agent
performance was stable after that its groups start receiving bad ratings while
agent performance was stable. We can see the probability-based trust reduces
its reputation much more quickly compared with evidence-based trust.

Fig. 5. Evidence-based trust vs. Probability-based Trust



If we reduce the evidence space (number of evidence provided) of an agent,
we can see that the trust value of agent ai changes with the similar rate of
probability-based trust as evidence space goes to 0. Fig. 6 shows the result of
trust value of agent ai when we reduce the number of most recent evidence to
10.

Fig. 6. Most recent evidence-based trust Vs. Probability-based Trust

It is obvious that our approach can reduce the effect of bias rating attack
to some extent but not keep the trust value of agent ai stay the same (even
ai’s performance is stable). In the other experiment, agent ai can keep its trust
value high when ratings of groups are going down is when ai provide the top-k
evidences instead of the most recent. However, this is not very practical since
some of the provided evidences are outdated.

In the following experiment, we tested how similarity threshold affects rating
in extreme conditions. First we let agents reach a stable trust values and then
decease or increase the rating of their next groups. We test with two threshold
values, i.e. 0.25 and 0.75, while keeping the same ratings in each transaction
round to make sure that the evidence trusts provided by members are similar.
Fig. 7 shows the agent’s reputation value is higher with lower similarity thresh-
olds. The reason is when we increase the similarity threshold, the variation of
similarity values will be reduced, thus reduce the rating reward.

5 Conclusion and Future Work

This paper has presented a novel method to solve the problem of how group
rating can be distributed for group members. The evidence-based approach used
in this paper is an effective method to evaluate the trustworthiness of agents
belong to different groups when there is no direct ratings assigned to individual
agent. The proposed method is simple to implement and robust to bias rating
attack, therefore highly applicable in dynamic distributed environments. With



Fig. 7. Trust values with different similarity thresholds

evidence trust and the similarity factors, the rating mechanism rewards more for
agent with better evidence while diminishes the conflict of individual interest (in
case agent disagrees with rating allocation).

Group trust can also be seen as an extended case of individual trust evalu-
ation framework because if a group has only one member, the rating of group
is indeed the individual rating problem. In this case, the similarity coefficient is
always 1 and the member receives the same value with group rating.

In the future, we aim to devise methods to improve the accuracy of rating
allocation by considering more features of groups and agents, which include
social relationships among agents or groups. The performance of the protocol can
further be optimized to reduce the amount of data exchange between similarity
evaluation module and agent’s local database.
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