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Abstract—The application of the Internet of Things (IoT) in
medical field has brought unprecedented convenience to human
beings. However, attackers can use device configuration vulner-
abilities to hijack devices, control services, steal medical data,
or make devices operate illegally. These restrictions have led to
huge security risks for IoT, and have challenged the management
of critical infrastructure services. Based on these problems, this
paper proposes an anomaly detection system for detecting illegal
behavior (DIB) in medical IoT environment. The DIB system
can analyze data packets transmitted by medical IoT devices,
learn operation rules by itself, and remind management personnel
that the device is in an abnormal operation state to ensure the
safety of control service. We further propose a model which is
based on rough set (RS) theory and fuzzy core vector machine
(FCVM) to improve the accuracy of DIB classification anomalies.
Experimental results show that the R-FCVM is effective.

Index Terms—Smart healthcare, Anomaly detection, Internet
of Things

I. INTRODUCTION

BENEFITING from efficient networks and the popularity
of IoT devices, doctors and patients can now control

medical devices remotely (e.g., smart sphygmomanometers
and smart scales). Through highly interconnected and in-
terdependent systems, doctors can use a variety of critical
infrastructure management services that are sensed and driven
by IoT devices. These devices can be used to assist with
treatment, record data, and store the results in the device
or on a cloud server. The user data collected by medical
IoT devices are sensitive private data. The security of these
data is affected by the IoT application platform and software
applications. Unfortunately, due to equipment configuration
problems or risks in the protocol, they have vulnerabilities that
can be exploited by attackers. Therefore, the security of IoT
platforms and IoT devices has become an important research
topic. Currently, IoT application platforms enable devices from
different vendors to communicate through local gateways (e.g.,
hubs or base stations) or cloud back-end servers. Software
applications can be developed by third-party developers to
achieve intelligent control and device interaction [1]. However,
once the application is maliciously controlled by an attacker, a
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malicious application running in the background may control
the device not only with more privileges than users, but it
can also steal data or forge events generated by smart devices
[2]. Such attacks are difficult to detect and seriously endanger
privacy and security.

The existing solutions for the problem tend to detect and
prevent malicious programs. There are two main categories:
one is to protect and restrict access to sensitive data by
modifying the cloud platform and detect information flow [3];
the other is to design an access control system based on fine
granularity [4]. However, these existing solutions either need
to modify the application or the cloud platform itself. We hope
to find other ways to intercept the malicious behaviour of
attackers and monitor abnormal behaviours of devices without
the help of device vendors or application developers.

To achieve remote control, medical devices need to commu-
nicate with back-end system servers. Considering the security
of data transmission, the communication between the server
and medical IoT devices primarily involves a standard protocol
(e.g., WPA2) to encrypt the data. In the WiFi scenario,
the content of information or commands exchanged between
the server and devices are encrypted [5]. However, some
network traffic data (e.g., the packet length and transmission
frequency) can still indicate the status of devices. By analysing
these data, we can speculate and determine whether the
device is in an abnormal state [6]. However, due to some
inherent characteristics of IoT devices, it is very difficult to
use traditional identification and analytical methods, such as
statistical methods [7]. Because of the complexity of device
composition in the IoT environment, the network protocols
used are different, e.g., WiFi, BLE, and ZigBee. This issue
brings difficulties when using standard detection methods.
Therefore, we consider a machine learning method to analyse
the dataflow of medical IoT devices and detect whether the
state of the device is healthy. The advantage of this method
is that even if the transmitted data are encrypted, the analysis
method based on the device traffic can still extract feature
information from some specific data in the network, and it
is no need to change the program’s source code or ask the
developer for help. This method has strong flexibility, and it
can still achieve efficient detection in the face of a wide range
of industrial IoT devices.

Whether the device state is abnormal or not requires a period
of data aggregation to make a comprehensive judgement.
When the usage habits of device managers are complex, it
is difficult to define the criteria for judging exceptions. For
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Fig. 1: Structure of the medical Internet of Things.

this reason, we need to have an appropriate algorithm to
address this problem. In our model, rough set (RS) is used as a
preprocessor of FCVM. RS reduces the attributes that will be
sent to FCVM operation, thus it can reduce the computation
of FCVM. In this model, RS has another function, which
can filter some easily recognized abnormal behaviors. In other
words, the model not only improves the classification accuracy,
but also saves the operation time.

The main contributions of this paper are summarized as
follows:

• We propose a new model, which we call DIB, and
implement it in practice. The system is independent of
the target devices and can monitor anomalies according
to users’ daily habits, so as to avoid the attacker’s remote
malicious attacks against the medical infrastructure and
control system. DIB has better recognition accuracy than
traditional methods.

• We propose the R-FCVM algorithm. On the basis of the
CVM algorithm, we combine fuzzy membership function
and rough set theory to make improvements, which
can be used to judge the abnormal state of the device
more accurately. We compare our method with two other
algorithms, and it is found that the accuracy and time
cost of the R-FCVM algorithm are better than those of
the other two algorithms in dealing with the tasks in this
paper.

• We use 21 independent medical IoT devices to test the
DIB system and design 21 different behaviour rules to
detect the system’s judgement accuracy and false positive
rate. Our experimental results show that the recognition
of abnormal behaviours by the DIB system can achieve
an average accuracy of 92.67%.

The remainder of this paper can be outlined as follows.
The next section introduces the background of medical IoT
devices and protocols. Then, we focus on the design of the
DIB system, including data analysis and feature extraction,
and elaborate on the improved algorithm. We present the

performance evaluation results of the DIB system through
extensive experiments, and present the conclusions in the final
section.

II. BACKGROUND

In this section, we describe the background of the medical
IoT, communication protocols and anomaly detection methods.

A. Medical Internet of Things

Smart healthcare is receiving more attention in the medical
field, especially medical informationization and telemedicine.
People also tend to use wearable devices to monitor their
health, among which most wearable devices are controlled by
mobile phones and mobile apps. Some professional medical
devices are also controlled by network connections. These
devices can be called medical IoT devices.

The medical IoT architecture can be divided into three
layers: the perception layer, access layer and management
layer (the architecture of the medical Internet of Things is
shown in Figure 1). The information is generated by the
perception layer and sent by the access layer. The user receives
data and commands in the management layer. Usually, an
attacker will attack the management layer, such as stealing
the user’s account password, to manipulate the device illegally.
The DIB system in this paper usually works in the access layer,
analyses the transmitted data packets, and judges whether
the device is exhibiting an abnormal behaviour. The medical
device terminal of perception layer generates the original data.
The DIB system obtains the data package near the access layer
and analyzes it, and reminds the user of abnormal status of
the device in the management layer.

Medical IoT applications can be divided into two groups
based on the type of data they collect. One type is related
to location information, such as infant theft prevention, asset
management, and behavioural analysis. The other type is pure
data, such as vital sign monitoring and temperature and hu-
midity management. Combined with the application scenarios,
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Fig. 2: Topology.

the functions of pre-hospital first aid, medical personnel asset
management, medical safety management and out-of-hospital
recovery monitoring can be realized.

With the help of IoT label and IoT positioning technol-
ogy, the device location, status and other information can
be determined in real time, and the device can be found
quickly. With the help of IoT sensors, patients’ real-time
vital sign information, such as electrocardiograms, pulse and
body temperature, as well as other examination results, can
be transmitted back to the hospital via a 4G network in
real time. With the help of sensors such as heart rate and
body temperature, IoT devices can measure vital signs without
disturbing the patient and record them in the medical system
automatically.

At the same time, the infrared sensor and gravity sensor of
the infusion pump enable the device to monitor the infusion
speed and automatically shut down infusion when needle
leakage or liquid infusion is finished to prevent medical
accidents. For the management of chronic diseases such as
heart disease, it is necessary to monitor the relevant indicators
of patients in the hospital with an IoT camera. In addition,
in case of emergencies, the system can inform the patient’s
families or the hospital in a timely manner and take emergency
measures to prevent the occurrence of accidents.

B. Device Communication Protocol

In this work, we use two wireless protocols: WiFi and
Bluetooth Low Energy (BLE). For devices that support WiFi,
we can track and capture the traffic and data packets of the
device according to the MAC address. For devices that support
BLE, in the BLE network, the device can act as either the
primary or secondary device. A master node can connect to
multiple slave nodes, while a slave node can only connect
to one master node. In medical IoT devices, a smartphone or
smart pad acts as the master device, while the target IoT device
acts as the slave device.

C. Threat Model

IoT devices are easily exploited by attackers due to protocol
vulnerabilities and other problems, thus causing abnormal be-
haviours (the device illegally transfers packets, stops working,
etc.). This characteristic is a major security threat to medical
IoT devices. Here, we summarize several attacks that can cause
the device to lose control.
• Replay Attacks. This kind of attack refers to the attacker

sending a package that has been received by the target
device (especially in the process of authentication, the
package that is used to authenticate the user’s identity)
to cheat the system [8]. Replay attacks are usually inter-
cepted by the initiator, and the data is repeatedly sent to
the destination device. It will maliciously or fraudulently
repeat an effective data transmission [9]. Attackers use
network monitoring or other ways to steal authentication
credentials, usually cookies or some authentication ses-
sions, and then send it back to the authentication server
after processing. From this interpretation, encryption can
effectively prevent plaintext data from being monitored,
but it cannot prevent replay attacks. This kind of attack
may occur in the process of network communication.

• Shoulder-surfing Attacks. Shoulder-surfing attacks can
view other people’s login authentication passwords
through human eyes or cameras. This kind of attack
is also difficult to prevent. Through a shoulder-surfing
attack, the attacker can pretend to be the manager of the
device and easily cheat the identity authentication system,
which is a challenge for the security of devices [10].

• Malware Attacks. The protocol vulnerabilities in the
device will be used by hackers to implant malicious
software, thus illegally paralyssing the device or even
controlling the device remotely [11]. This type of attack
has often occurred in recent years; most of these attacks
use device protocol vulnerabilities and system vulnera-
bilities. It can also cause the manager to lose control of
devices.

In this paper, we prefer to discuss the impact of the results
of these attacks on user data privacy. For example, the attacker
can obtain the password of the device by these attacks, and
then obtain the permission to use it. In this case, the device
is risky, and therefore becomes the target device of the DIB
system exception detection. We think about how to detect the
risk device quickly under the shoulder-surfing attack or other
attacks that can illegally obtain the right to use the device,
so as to protect the user data from being leaked as much as
possible.

III. ANOMALY DETECTION METHOD

In this section, some existing anomaly detection schemes
are introduced.

A. Anomaly Detection Method

Relevant research on the privacy security of the IoT reveals
that attackers may take advantage of major vulnerabilities
in the IoT to attack, which threatens user privacy security.
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Fig. 3: Anomaly detection process in the DIB system.

However, most of this research used common household IoT
devices, rather than medical IoT devices, to conduct experi-
ments and collect data. For example, Srinivasan et al. proposed
a new privacy leak: the fingerprint and timing-based snooping
(FATS) attack [12]. This attack allows the attacker to spy on
the wireless transmission data of sensors in the user’s home
through WiFi and uses a hierarchical reasoning algorithm to
calculate the private activities in the home, such as cooking,
bathing, sleeping, etc.

Acar et al. [13] proposed a multilevel privacy attack method
for smart home environments. It captures wireless traffic of
smart home devices through machine learning and detects
and identifies specific types of IoT devices. Copos et al. also
proposed a scheme based on capturing network data packets
of intelligent thermostats and analysing network traffic log
characteristics to infer when residential buildings are occupied
[14].

Recently, Apthorpe et al. [15] found that network listeners
(such as Internet service providers) can not only analyse IoT
network traffic but also infer user-device interactions even
when the device communication data are encrypted. This
attack is very specific to personal medical devices. Medical
tests are repetitive, such as daily blood glucose or blood
pressure tests conducted by hospitals, which generate personal
data and fixed patterns of device activity, and can reveal
common medical statuses from only network traffic data. This
kind of data contains privacy information. There is still much
research on how to identify the content of traffic through
encrypted networks. For example, web page identification [7],
web user identification [16], and protocol identification [17]
are some of the research directions for the identification of
encrypted traffic. In some studies [18], not only attack methods
but also countermeasures are studied.

Zhang et al. [19] designed and developed a system, called
Homonit, based on a side-channel reasoning function to mon-
itor smart home applications from wireless traffic. Homonit
can infer from encrypted traffic whether Smart App activities
match the expected behaviour specified in the source code or
UI interface and check whether these smart applications have
over-authorized access to smart devices and whether there are
event spoofing attacks.

Dimitrov et al. pointed out that the use of the medical IoT
devices can simplify the medical system, improve productivity
and provide better medical services [20]. It will bring changes
in digital healthcare. This study highlights five key capabilities

that advanced medical platforms must possess: (1) simple
connections, (2) simple equipment management, (3) efficient
information uptake, (4) fast information analysis, and (5) risk
reduction. In our work, we improve the efficiency of device
management and information analysis by creating a device
monitoring system. Based on the device flow data packets, we
monitor the status of the device and inform users of potential
privacy threats and device security problems.

The DIB system can monitor the behaviour of a device; this
behaviour does not conform to the user’s normal usage rules
without changing any state of the target device. Challenges
behind the research include learning to form judgement criteria
according to the user’s habits over a period of time, improving
the judgement accuracy under the condition of normal and
abnormal device state ambiguous boundaries, etc. Our work
can provide a reference for device anomaly monitoring under
resource constraints.

B. Anomaly detection schemes based on machine learning /
deep learning algorithm

Meidan et al. [21] proposed a new anomaly detection
method for Internet of Things botnet attacks, which extracts
behavioural snapshots of network devices and uses deep au-
toencoders to detect abnormal network traffic of IoT devices.
Through infecting 9 commercial IoT devices by Mirai and
Bashlite, the authors demonstrated that the proposed method
can accurately and instantly detect attacks from infected IoT
devices from botnets. Brun et al. [22] proposed a detection
method for network attacks on the Internet of Things gateway,
which exploits the data packets exchanged with the gateway
on the network interface. Then, a deep learning method based
on dense random neural networks (RNNs) was used, which
can extract features from the captured data packets to predict
the probability of ongoing network attacks.

Al-hawawreh et al. [23]proposed an effective anomaly de-
tection system (ADS) for Internet Industrial Control Systems
(IICSs), which used a deep learning model to decrease the
high false positive rate (FPR). In the training phase, the
unsupervised deep autoencoder (DAE) algorithm was used to
learn the normal network behaviour and generate the optimal
parameters (i.e., the optimal weight and deviation). The eval-
uation was performed on two benchmark datasets (NSL-KDD
and UNSW-NB15). The experimental results showed that this
method had obvious advantages compared with the traditional
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network intrusion detection mechanism and can be effectively
applied to the actual IICS environment.

Homayoun et al. [24] used two deep learning technolo-
gies, automatic encoders and convolutional neural networks
(CNNs), to detect malicious botnet traffic. The proposed
model, BoTShark, can detect malicious traffic from botnets
with two common topologies (centralized and distributed bot-
nets). BoTShark captured the original features and generated
distinguishing features to classify botnet traffic from normal
traffic. After testing BoTShark on the ISCX botnet dataset, the
results showed that the true positive rate (TPR) is 0.91 and
the false positive rate (FPR) is 0.13 for detecting malicious
traffic of botnets. Yin et al. [25] proposed a deep learning
method based on a recurrent neural network for intrusion
detection systems (RNN-IDS). Each traffic record included
41 characteristics and 1 category label, basic characteristics
(nos. 1-10), content characteristics (nos. 11-22) and traffic
characteristics (nos. 23-41). According to its characteristics,
an attack can be divided into four types: DoS (denial-of-
service attacks), R2L (root to local attacks), the U2R (user
to poot attack), and Probe (Probing attacks). The test results
on the NSL-KDD dataset showed that the performance of the
RNN-IDS model was better than the traditional classification
method in both binary and multiclass classification. Yuan et al.
[26] proposed a DDoS attack detection method (DeepDefense)
based on a recursive deep neural network (RNN), which
exploited a continuous sequence of network packets to identify
the difference between attack traffic and legal traffic and
historical information input into the RNN model to identify
DDoS attacks. It helped identify repeated patterns of DDoS
attacks and locate them in traffic sequences. The experimental
results showed that the model outperformed the traditional
machine learning model, and the error rate decreased from
7.517% to 2.103% in the 2012 UNB ISCX Intrusion Detection
Evaluation DataSet.

IV. DETECT ILLEGAL BEHAVIOR IN MEDICAL IOT
DEVICES

This section describes the design and implementation of
the DIB system in detail, including data collection, feature
analysis and other steps.

A. Data Collection

In the WiFi protocol, WPA encryption ensures that the
internal data packets exchanged between the access point and
the client are invisible. As long as the key is not obtained, the
security of encrypted data packets depends on the security of
the underlying protocol. However, the MAC addresses of the
sending source and destination are not encrypted. A wireless
network analyser can be used to obtain the MAC address of
each device in the smart home environment, thus recording
the network traffic of specific smart home target devices.

In this work, the capture and analysis of packets can be done
by using Wireshark and T-shark tools. Wireshark is a network
protocol analyser. It allows packets to be captured from the
real-time network, either printed to standard output in decoded
form or written to a file. Wireshark uses the PCAP library
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Fig. 4: Overview of the detection process

to capture traffic from the first available network interface
and displays a summary line on the standard output of each
received packet in its native capture file format, pcapng. In
this paper, we only consider the devices of the WiFi and BLE
protocols.

The topology is shown in Figure 2. We configure a Rasp-
berry Pi 3 as a WiFi access point (AP) and use Wireshark
to record all traffic passing through a specific device. The IoT
device is connected with SmartPhone and Raspberry Pi access
point, which is convenient for us to grab data packets. After
that, we transfer the data to the database as training data or
validation data. In the actual scenario, the parser might capture
different types of packets from multiple devices. Therefore,
after capturing these packets, the system will classify them
according to the MAC address of the sender for independent
analysis and to prevent the packets from different sending
sources from interfering with each other. In addition, the
DIB system will establish a list of corresponding relationships
between the MAC address and device. When a device is in an
abnormal state, after obtaining its MAC address, the system
can automatically find the type, name and model and notify
the user.

B. Feature Extraction

We transform the packet into a sequence that contains
the following: packet length, timestamp, and destination IP
address. This transformation aims at each captured packet and
arranges it into a matrix in order. In this way, we can get a three
column matrix from which we can extract features. In order
to convert packets into supervised data sets, we set a window
with a time length of W to separate the sequence of packets.
For a given W, we extracted a feature vector comprised of
five variables: types of frames, mean and standard deviation
of sizes of frames,mean and standard deviation of time gaps
of frame arrival times. Judge whether an activity is ongoing
according to the timestamp label, we labeled the given vector
with 1 for an ongoing activity or 0 for no activity. After
obtaining feature vectors with labels from the sequence of
packets, any supervised learning algorithm can be applied on
the dataset.



JOURNAL OF LATEX CLASS FILES, VOL. , NO. , 6

TABLE I: Notation and their description

Notation Description
w weight vector
ξi slack variable

α = (α1, . . . αn) the vector of Lagrange multipliers
c the center of haperspher
R the radius of haperspher
S the set of training samples U
Sv the set of support vectors
xt a sample point

ϕ̃ (xt) /ϕ (xt) the point mapped to high-dimensional space

We reduce feature characteristics of samples by rough sets
reduction algorithm, for the raw data, every sample has 36
features initially. RST upper and lower approximation is uti-
lized to seek the relation and un-relation of feature attributes.
By computing, the model can reduce feature attributes from
36 to 17. Thereby, we can classify a portion of the data, then
input the remaining data which isn’t classified by RS to the
FCVM.

C. Training and Detection

The anomaly detection process of the DIB system is shown
in Figure 3. The DIB system collects the wireless data packets
of the device, which is in the normal working state for a period
of time, and analyse and extract the features to form the daily
use rules of the device. We train with the R-FCVM algorithm
to form a basic model that conforms to fixed scenarios and the
usage habits of managers. When the device does not run as
expected by the model and the abnormal working time exceeds
a certain threshold, the DIB system will send the manager a
warning, indicate that the device is in an abnormal state, and
let the manager judge whether the current state of the device
is legitimate. If the state is legally authorized by the manager,
the DIB system will record the current rules of the device as
a sample for retraining. It will count the retraining samples of
the device regularly. After a period of time, the system will
retrain the usage habit model of the manager. If the manager
decides that the behaviour is not lawful, then the device may
have been attacked by the attacker. The manager can take
measures in a timely manner to prevent information leakage
and maintain the safety of the device. By constantly learning
the legal working state rules of the device, the criteria for
judging abnormalities in the DIB system will change according
to changes in the manager’s usage rules. This method can
take into account safety and convenience at the same time.
An overview of detection process can be found in Figure 4.

V. FCVM: FUZZY CORE VECTOR MACHINE

A. The Center-Constrained Minimum Enclosing Ball Problem

Its primal is

minR2

s.t. ‖c− ϕ (xi)‖2 + δ2i ≤ R2, i = 1, . . . , n
(1)

Its corresponding dual is also a QP problem

Algorithm 1 The fuzzy core vector machine algorithm
Input: ϕ̃ (xt), the point mapped to high-dimensional space
Output: Svt, the set of support vectors
Initialization: Let Sv0 = {ϕ̃ (x0)} , c0 = ϕ̃ (x0) and R0 = 0.
Set an integer parameter t = 0.

1: while ‖ct − ϕ̃ (xi)‖2 + δ2i ≤ (1 + ε)R2
t do

2: Find the farthest point ϕ̃ (xt) from ct.
3: Svt+1 = Svt ∪ {ϕ̃ (xt)}.
4: Find MEB(Svt+1).
5: Set t = t+ 1.
6: end while
7: return Svt.

maxα′(diag(K)+∆)−α′Kα

s.t. α′1 = 1,α ≥ 0
(2)

where

∆ =
[
δ21 , . . . , δ

2
n

]′ ≥ 0 (3)

Thus, we obtain R and c

R =
√

α′(diag(K) + ∆)−α′Kα, c =

m∑
i=1

αiϕ (xi) (4)

The distance is

‖c− ϕ (xi)‖2 + δ2i = ‖c‖2 − 2(Kα)i + kii + δ2i (5)

For an arbitrary η ∈ R, (2) yields the same optimal α as

maxα′(diag(K)+∆− η1)−α′Kα

s.t. α′1 = 1,α ≥ 0
(6)

(6) can also be viewed as a MEB problem (1) with ∆ ≥ 0.

B. Fuzzy Core Vector Machine

In this section, we introduce the proposed FCVM. The
notation and their description is shown in Table I. Let training
set be S = {xi, fm(xi)}

(
xi ∈ Rd, i = 1, 2, · · · , n

)
, where

xi is sample point and fm(xi) [27] is fuzzy membership
function.

The primal is

min
w,ρ,ξi

‖w‖2 − 2ρ+ C

n∑
i=1

fm(xi)ξ
2
i

s.t. w′ϕ (xi) ≥ ρ− ξi, i = 1, . . . , n

(7)

The corresponding dual problem is

max
α
−α′

(
K +

1

Cfm(xi)
I

)
α

s.t. α ≥ 0,α′1 = 1

(8)

where

w =

n∑
i=1

αiϕ (xi) (9)
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Fig. 5: The detection accuracy of the DIB system for different
devices under different rules

Rewrite (8) as

max
α
−α′K̃α

s.t. α ≥ 0,α′1 = 1
(10)

where

K̃ =
[
k̃ (xi,xj)

]
=

[
k (xi,xj) +

δij
Cfm(xi)

]
(11)

The proposed FCVM can be viewed as a variant of gen-
eralized CVM. Detailed derivations are the same as for the
generalized CVM and can be found in [28] [29]. The detailed
process is embodied in Algorithm 1.

VI. PERFORMANCE EVALUATION

In this section, we evaluate the performance of the DIB
system through experiments and verify its practicability. We
also test the efficiency of the R-FCVM algorithm to complete
the tasks in this paper and compare it with other algorithms.

A. System Performance

For this experiment, it is necessary to create a separate
test environment because it enables us to easily separate
the traffic that passes through the device and filter out the
extraneous traffic on the network. Therefore, we create a
separate test environment in which we can connect various
medical IoT devices to the network and capture real-time
traffic. We configured and programmed a Raspberry Pi 3 as a
WiFi access point (AP). We deployed the DIB system detectors
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Fig. 6: The performance of different devices under different
operating logics

to test the equipment within the effective range to capture the
device’s wireless data packets, and we selected 21 medical
IoT devices for inspection. Some characteristics of the various
medical devices are shown in Table III.

We connect WiFi-enabled devices to the Raspberry Pi AP
directly and Bluetooth devices to a smartphone that connects to
the same AP. We use Wireshark to capture the wireless traffic
of all the working devices within a certain range, and we use
MAC addresses to divide the data so that each IoT device
corresponds to its own data stream. We design 21 different
rules according to the usage time, usage frequency and so on.
We cross-match the rules and devices and test for each device;
that is, when a certain state is selected as the working state, the
other 20 types will be regarded as abnormal states for testing.
Through the experiment, we observed some characteristics of
the experimental device, as follows:
• Opening time.
• Duration of each use.
• Interval between tasks. Because the types of tasks un-

dertaken by the devices are different, they have their
own characteristics. We have summarized several more
common characteristics, and the details are shown in
Table II. In the table, we use ”seconds” as the unit of
measurement of time.

• Connect to other WiFi access points or Bluetooth devices.
• Interval from the opening of the device to the initial

execution of the task. This feature corresponds to the
”initial time interval” in Table II.

• Interval between the last execution of the task and the
device shutdown. It corresponds to the ”end time interval”
in Table II.

Through these six indicators, we designed 12 different
equipment operation rules (as shown in Table II). We select
one operation rule for each device as the ”normal state”,
and the other 11 rules as abnormal states to carry out the
experimental test and to determine the accuracy of the DIB
system in identifying the abnormal state. The experimental
results are shown in Figure 5.

In the testing process, we control the duration of the
abnormal usage rules within 30 s, and if it is not identified
successfully within 30 s, it will be regarded as a failed
detection and will be counted as an error. If the anomaly
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TABLE II: Detailed description of the 12 kinds of device rules used in the experiment

Description R1 R2 R3 R4 R5 R6 R7 R8 R9 R10 R11 R12

Opening time 0:00 2:00 4:00 6:00 8:00 12:00 14:00 16:00 18:00 20:00 22:00 24:00
Duration of each use 60 s 300 s 600 s 1200 s 1800 s 3600 s 7200 s 14400 s 21600 s 28800 s 36000 s 43200 s

Interval between tasks 10 s 60 s 180 s 270 s 50 s 300 s 105 s 240 s 3600 s 6120 s 1500 s 2400 s
Connect to other AP/devices X × × × X X × × X × X ×

Initial time interval 5 s 20 s 60 s 30 s 180 s 120 s 200 s 360 s 60 s 80 s 20 s 10 s
End time interval 10 s 5 s 20 s 60 s 30 s 100 s 60 s 120 s 10 s 60 s 30 s 180 s

SVM
R-FCVM

DeepFR-H
DeepFR-8
DeepFR-4

GSP
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HUM-02
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TE-00

ECG
BP
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BM-4
BP-iH
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BP-K-3
Cam-L
Cam-c

BS-B
ECG-2
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time (s)
0 2 4 6 8 10 12 14

Fig. 7: The average time cost of two algorithms

is successfully identified within 30 s, it will be deemed a
successful detection.

B. Algorithm Performance Comparison

We record the time costs of feature extraction. However, we
find that the time needed for feature extraction is negligible
(a maximum of 20 ms) compared to traffic collection. Figure
6 shows the boxplot of the execution times for varying bin
lengths.

After the normal rule-training step of the experimental
device was completed, the DIB system recorded the daily rule
model of different devices according to the MAC address.
We tested each device to determine how long it took for
the system to recognize the abnormal state of the device and
how often it was misreported. We believe that the R-FCVM
algorithm has a better classification rate and classification
accuracy when dealing with fuzzy abnormal behaviour data,
and we carried out experiments to verify this hypothesis.
The RBF kernel function is chosen. For base SVM classi-
fier, penalty constant C and σ are selected by grid search
method from the set {10−3, 10−2, 10−1, 100, 101, 102, 103}
and {2−5, 2−3, 2−2, 2−1, 20, 21, 22, 23}. For CVM, ε = 10−6

and penalty constant C is searched like SVM. The parameter
for the subsample size of the iForest algorithm is set to 256, the
tree height is 8 and the number of trees is 100. Figure 8 shows
the average detection success rate of the three algorithms for
different devices regarding the abnormal state.

We also compare the exception recognition efficiency of the
R-FCVM and SVM algorithms on different devices. We test

One-class SVM
Isolation Forest
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Fig. 9: Influence of de-
vice traffic on detection ef-
ficiency. Device: DeepFR-4

Fig. 10: Influence of de-
vice traffic on detection ef-
ficiency. Device: GSP

each type of experimental device and put them in different
working states. We record the average time cost of these
devices when SVM and R-FCVM handle abnormal detection,
as shown in Figure 7. Overall, the average detection time
of the R-FCVM algorithm is better than that of the SVM
algorithm. We also find that traffic has a slight impact on the
detection efficiency. As shown in Figure 9 and Figure 10, the
traffic on DeepFR-4 and GSP is different, and it affects the
detection time. However, the R-FCVM algorithm still has less
time overhead than the SVM.

We consider that the DIB system performs well in detecting
abnormal states of medical IoT devices, and the R-FCVM
algorithm is faster and has a better recognition effect than
the SVM and iForest models when dealing with wireless data
with fuzzy classification boundaries.
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TABLE III: Characteristics of the various medical devices for
network transmission

Device Period (min) Size (MB) Packets

BP-i-BP3 127 0.47 1435
ECG-1 124 1.07 1529
ECG-2 126 0.37 1138
BS-B 361 2.14 4880
Cam-c 111 0.24 1549
Cam-L 45 0.63 3784
BP-K-3 32 0.23 2649
BP-K-1 45 0.49 3897
BP-iH 551 15.6 100195
BM-4 159 10.2 42259
BM-3 270 5.07 89007

BP 151 9.5 75942
ECG 99 2.1 4130

TE-00 333 11.4 14754
TE-01 368 14.56 19049

HUM-02 274 103.6 192757
HUM-03 261 101 194631

GSP 184 0.64 304
Deep-FR-4 122 0.31 695
Deep-FR-8 119 0.82 1140
Deep-FR-H 75 0.248 188

VII. CONCLUSION

The security of medical Internet of Things (IoT) devices
has been a hot research topic in recent years. However, the
IoT devices for industrial applications are currently facing
many security challenges. Whether it is physical failure caused
by device configuration problems or malicious attack, the
detection of abnormal state is an effective way to avoid risk. In
this paper, we introduce the application of machine learning
for anomaly detection in medical IoT devices. Additionally,
we study how to automatically judge whether the device is
in an abnormal state according to the operation rules of the
device. We propose the DIB scheme, which builds an abnormal
judgement model by analysing the daily habits of the device
manager. The system can automatically adjust the judgement
criteria according to changes in the manager’s usage habits.
Compared with other schemes, this method improves security
and convenience of medical IoT devices. To better address the
fuzzy data collected by the DIB, we propose the R-FCVM
algorithm based on fuzzy membership function and rough set
theory, which improves the efficiency and accuracy of the
data processing step. The results of the evaluation show that
the DIB system has excellent performance in identifying the
abnormal behaviour of devices.
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